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Summary

CVE CVE-2005-0976

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-05-02 04:00:00 UTC

Updated 2008-09-05 20:47:00 UTC

Description AppleWebKit (WebCore and WebKit), as used in multiple products such as Safari 1.2 and OmniGroup OmniWeb 5.1, allows remote attackers to read arbitrary files via the XMLHttpRequest Javascript component, as demonstrated using automatically mounted disk images and file:// URLs.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apple Safari 1.2 All All All

Application Apple Safari 1.2 All All All

Application Hmdt Shiira 0.93 All All All

Application Hmdt Shiira 0.93 All All All

Application Omnigroup Omniweb 5.1 All All All

Application Omnigroup Omniweb 5.1 All All All

References

Reference Source Link Tags

remahl.se/david/vuln/001 MISC remahl.se Exploit

APPLE-SA-2005-04-15 Mac OS X v10.3.9 APPLE lists.apple.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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