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Summary

CVE CVE-2005-0989

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-05-02 04:00:00 UTC

Updated 2018-05-03 01:29:00 UTC

Description The find_replen function in jsstr.c in the Javascript engine for Mozilla Suite 1.7.6, Firefox 1.0.1 and 1.0.2, and Netscape 7.2 allows remote attackers to read portions of heap memory in a Javascript string via the lambda replace method.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 1.0.1 All All All

Application Mozilla Firefox 1.0.2 All All All

Application Mozilla Firefox 1.0.1 All All All

Application Mozilla Firefox 1.0.2 All All All

Application Mozilla Mozilla 1.7.6 All All All

Application Mozilla Mozilla 1.7.6 All All All

Application Netscape Navigator 7.2 All All All

Application Netscape Navigator 7.2 All All All

References

Reference Source Link

Repository / Oval Repository OVAL oval.cisecurity.org

SCOSA-2005.49 SCO ftp.sco.com

SUSE update for MozillaThunderbird - Advisories - Secunia SECUNIA secunia.com

Gentoo Linux Documentation -- Mozilla Firefox, Mozilla Suite: Multiple vulnerabilities GENTOO www.gentoo.org

Mozilla Suite/Firefox JavaScript Lambda Replace Heap Memory Disclosure Vulnerability BID www.securityfocus.com

SCO OpenServer Release 5.0.7 Maintenance Pack 4 Released - Multiple Vulnerabilities Fixed BID www.securityfocus.com
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288688 – JS "lambda" replace exposes malloc heap space after end of JS string CONFIRM bugzilla.mozilla.org

Repository / Oval Repository OVAL oval.cisecurity.org

Security Announcement SUSE www.novell.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

SecurityTracker.com Archives - Mozilla Firefox Javascript Regex Parsing Error Discloses Memory to Remote Users SECTRACK securitytracker.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

Secunia - Advisories - Mozilla Suite JavaScript Engine Information Disclosure Vulnerability SECUNIA secunia.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

MFSA 2005-33: Javascript "lambda" replace exposes memory contents CONFIRM www.mozilla.org

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

Secunia - Advisories - Mozilla Firefox JavaScript Engine Information Disclosure Vulnerability SECUNIA secunia.com

SecurityTracker.com Archives - Netscape Browser Javascript Regex Parsing Error Discloses Memory to Remote Users SECTRACK securitytracker.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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