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Summary

CVE CVE-2005-1006

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-05-02 04:00:00 UTC

Updated 2022-06-23 16:42:00 UTC

Description Multiple cross-site scripting (XSS) vulnerabilities in SonicWALL SOHO 5.1.7.0 allow remote attackers to inject arbitrary web script or HTML via (1) the URL or (2) the user login name, which is not filtered when the administrator views the log file.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Sonicwall Soho - All All All

Hardware Sonicwall Soho 5.1.7.0 All All All

Hardware Sonicwall Soho 5.1.7.0 All All All

Operating System Sonicwall Soho Firmware 5.1.7.0 All All All

References

Reference

IBM X-Force Exchange

IBM X-Force Exchange

15262

SonicWALL SOHO Web Interface Multiple Remote Input Validation Vulnerabilities

Secunia - Advisories - SonicWALL SOHO series Cross-Site Scripting and Script Injection

20050404 SonicWALL SOHO/10 - XSS vulnerability

SecurityTracker.com Archives - SonicWALL SOHO/10 Firewall Input Validation Holes Let Remote Users Conduct Cross-Site Scripting Attacks

15261

www.oliverkarow.de/research/SonicWall.txt

CVE Program record

https://cve.report/
https://cve.report/CVE-2005-1006/mitre
https://cve.report/CVE-2005-1006/nist
https://cve.report/CVE-2005-1006/cve_org
https://cve.report/api/cve/CVE-2005-1006.json
https://cve.report/CVE-2005-1006.pdf
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http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/soho
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http://cve.report/software/sonicwall/soho
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/soho_firmware
https://exchange.xforce.ibmcloud.com/vulnerabilities/19958
https://exchange.xforce.ibmcloud.com/vulnerabilities/19960
http://www.osvdb.org/15262
http://www.securityfocus.com/bid/12984
http://secunia.com/advisories/14823
http://archives.neohapsis.com/archives/bugtraq/2005-04/0041.html
http://securitytracker.com/id?1013638
http://www.osvdb.org/15261
http://www.oliverkarow.de/research/SonicWall.txt
https://www.cve.org/CVERecord?id=CVE-2005-1006


NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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