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Secure Shell (SSH) 2 in Cisco I0S 12.0 through 12.3 allows remote attackers to cause a denial of service (device reload) (-
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Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Cisco los 12.0 All All All
Cisco los 12.0(23)s4 All All All
Cisco los 12.0(23)s5 All All All
Cisco los 12.0(24)s1 All All All
Cisco los 12.0(24)s4 All All All
Cisco los 12.0(24)s5 All All All
Cisco los 12.0(24.2)s All All All
Cisco los 12.0(26)s1 All All All
Cisco los 12.0(27)s All All All
Cisco los 12.0(27)sv All All All
Cisco los 12.0(27)sv1 All All All
Cisco los 12.0da All All All
Cisco los 12.0db All All All
Cisco los 12.0dc All All All
Cisco los 12.0s All All All
Cisco los 12.0sc All All All
Cisco los 12.0sl All All All
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Operating System Cisco los 12.3yc All All All

Operating System Cisco los 12.3yd All All All

Operating System Cisco los 12.3ye All All All

Operating System Cisco los 12.3yf All All All

Operating System Cisco los 12.3yg All All All

Operating System Cisco los 12.3yh All All All

Operating System Cisco los 12.3yj All All All

Operating System Cisco los 12.3yl All All All

Operating System Cisco los 12.3\(2)t3 All All All

Operating System Cisco los 12.3\(2\)xc1 All All All

Operating System Cisco los 12.3\(2\)xc2 All All All

Operating System Cisco los 12.3\(4\)t All All All

Operating System Cisco los 12.3\(4\)t1 All All All

Operating System Cisco los 12.3\(4\)t2 All All All

Operating System Cisco los 12.3\(4\)t3 All All All

Operating System Cisco los 12.3\(4\)xd All All All

Operating System Cisco los 12.3\(4\)xd1 All All All

Operating System Cisco los 12.3\(5a\) All All All

Operating System Cisco los 12.3\(5a\)b All All All

Operating System Cisco los 12.3\(5b\) All All All

Operating System Cisco los 12.3\(5\) All All All

Operating System Cisco los 12.3\(6\) All All All

Reference Source Link

Cisco |OS Secure Shell Server V2 Remote Denial Of Service Vulnerability BID www.securityfocus.c
IBM X-Force Exchange XF exchange.xforce.ibrr
IBM X-Force Exchange XF exchange.xforce.ibrr
IBM X-Force Exchange XF exchange.xforce.ibrr
Repository / Oval Repository OVAL oval.cisecurity.org
Cisco - Networking, Cloud, and Cybersecurity Solutions CISCO WWW.CiSCO.com
Secunia - Advisories - Cisco I0S Secure Shell Server Denial of Service Vulnerabilities SECUNIA secunia.com
SecurityTracker.com Archives - Cisco I0OS SSH Server TACACS Bugs Let Remote Users Deny Service SECTRACK www.securitytracker
CVE Program record CVE.ORG WWW.CVe.org

NVD vulnerability detail NVD nvd.nist.gov
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http://cve.report/software/cisco/ios
http://www.securityfocus.com/bid/13043
https://exchange.xforce.ibmcloud.com/vulnerabilities/19990
https://exchange.xforce.ibmcloud.com/vulnerabilities/19987
https://exchange.xforce.ibmcloud.com/vulnerabilities/19989
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A5455
http://www.cisco.com/warp/public/707/cisco-sa-20050406-ssh.shtml
http://secunia.com/advisories/14854
http://www.securitytracker.com/alerts/2005/Apr/1013655.html
https://www.cve.org/CVERecord?id=CVE-2005-1020
https://nvd.nist.gov/vuln/detail/CVE-2005-1020

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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