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Summary

CVE CVE-2005-1043

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-04-14 04:00:00 UTC

Updated 2018-10-30 16:25:00 UTC

Description exif.c in PHP before 4.3.11 allows remote attackers to cause a denial of service (memory consumption and crash) via an EXIF header with a large IFD nesting level, which causes significant stack recursion.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Mac Os X 10.3.9 All All All

Operating System Apple Mac Os X 10.4 All All All

Operating System Apple Mac Os X 10.4.1 All All All

Operating System Apple Mac Os X 10.3.9 All All All

Operating System Apple Mac Os X 10.4 All All All

Operating System Apple Mac Os X 10.4.1 All All All

Operating System Apple Mac Os X Server 10.3.9 All All All

Operating System Apple Mac Os X Server 10.4 All All All

Operating System Apple Mac Os X Server 10.4.1 All All All

Operating System Apple Mac Os X Server 10.3.9 All All All

Operating System Apple Mac Os X Server 10.4 All All All

Operating System Apple Mac Os X Server 10.4.1 All All All

Operating System Conectiva Linux 10.0 All All All

Operating System Conectiva Linux 9.0 All All All

Operating System Conectiva Linux 10.0 All All All

Operating System Conectiva Linux 9.0 All All All

Operating System Peachtree Peachtree Linux release_1 All All All
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Operating System Peachtree Peachtree Linux release_1 All All All

Operating System Peachtree Peachtree Linux release_1 All All All

Application Php Php 4.3.0 All All All

Application Php Php 4.3.1 All All All

Application Php Php 4.3.10 All All All

Application Php Php 4.3.2 All All All

Application Php Php 4.3.3 All All All

Application Php Php 4.3.4 All All All

Application Php Php 4.3.5 All All All

Application Php Php 4.3.6 All All All

Application Php Php 4.3.7 All All All

Application Php Php 4.3.8 All All All

Application Php Php 4.3.9 All All All

Application Php Php 4.3.0 All All All

Application Php Php 4.3.1 All All All

Application Php Php 4.3.10 All All All

Application Php Php 4.3.2 All All All

Application Php Php 4.3.3 All All All

Application Php Php 4.3.4 All All All

Application Php Php 4.3.5 All All All

Application Php Php 4.3.6 All All All

Application Php Php 4.3.7 All All All

Application Php Php 4.3.8 All All All

Application Php Php 4.3.9 All All All

Application Sgi Propack 3.0 All All All

Application Sgi Propack 3.0 All All All

Operating System Suse Suse Linux 1.0 All All All

Operating System Suse Suse Linux 2.0 All All All

Operating System Suse Suse Linux 3.0 All All All

Operating System Suse Suse Linux 4.0 All All All

Operating System Suse Suse Linux 4.2 All All All

Operating System Suse Suse Linux 4.3 All All All

Operating System Suse Suse Linux 4.4 All All All

Operating System Suse Suse Linux 4.4.1 All All All

Operating System Suse Suse Linux 5.0 All All All

Operating System Suse Suse Linux 5.1 All All All

http://cve.report/vendor/peachtree
http://cve.report/software/peachtree/peachtree_linux
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/sgi
http://cve.report/software/sgi/propack
http://cve.report/vendor/sgi
http://cve.report/software/sgi/propack
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux


Operating System Suse Suse Linux 5.2 All All All

Operating System Suse Suse Linux 5.3 All All All

Operating System Suse Suse Linux 6.0 All All All

Operating System Suse Suse Linux 6.1 All All All

Operating System Suse Suse Linux 6.1 alpha All All

Operating System Suse Suse Linux 6.2 All All All

Operating System Suse Suse Linux 6.3 All All All

Operating System Suse Suse Linux 6.3 All ppc All

Operating System Suse Suse Linux 6.3 alpha All All

Operating System Suse Suse Linux 6.4 All All All

Operating System Suse Suse Linux 6.4 All i386 All

Operating System Suse Suse Linux 6.4 All ppc All

Operating System Suse Suse Linux 6.4 alpha All All

Operating System Suse Suse Linux 7.0 All All All

Operating System Suse Suse Linux 7.0 All i386 All

Operating System Suse Suse Linux 7.0 All ppc All

Operating System Suse Suse Linux 7.0 All sparc All

Operating System Suse Suse Linux 7.0 alpha All All

Operating System Suse Suse Linux 7.1 All All All

Operating System Suse Suse Linux 7.1 All spa All

Operating System Suse Suse Linux 7.1 All sparc All

Operating System Suse Suse Linux 7.1 All x86 All

Operating System Suse Suse Linux 7.1 alpha All All

Operating System Suse Suse Linux 7.2 All All All

Operating System Suse Suse Linux 7.2 All i386 All

Operating System Suse Suse Linux 7.3 All All All

Operating System Suse Suse Linux 7.3 All i386 All

Operating System Suse Suse Linux 7.3 All ppc All

Operating System Suse Suse Linux 7.3 All sparc All

Operating System Suse Suse Linux 8.0 All All All

Operating System Suse Suse Linux 8.0 All i386 All

Operating System Suse Suse Linux 8.1 All All All

Operating System Suse Suse Linux 8.2 All All All

Operating System Suse Suse Linux 9.0 All All All

Operating System Suse Suse Linux 9.0 All x86_64 All

Operating System Suse Suse Linux 9.1 All All All
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Operating System Suse Suse Linux 9.1 All All All

Operating System Suse Suse Linux 9.1 All x86_64 All

Operating System Suse Suse Linux 9.2 All All All

Operating System Suse Suse Linux 9.2 All x86_64 All

Operating System Suse Suse Linux 9.3 All All All

Operating System Suse Suse Linux 1.0 All All All

Operating System Suse Suse Linux 2.0 All All All

Operating System Suse Suse Linux 3.0 All All All

Operating System Suse Suse Linux 4.0 All All All

Operating System Suse Suse Linux 4.2 All All All

Operating System Suse Suse Linux 4.3 All All All

Operating System Suse Suse Linux 4.4 All All All

Operating System Suse Suse Linux 4.4.1 All All All

Operating System Suse Suse Linux 5.0 All All All

Operating System Suse Suse Linux 5.1 All All All

Operating System Suse Suse Linux 5.2 All All All

Operating System Suse Suse Linux 5.3 All All All

Operating System Suse Suse Linux 6.0 All All All

Operating System Suse Suse Linux 6.1 All All All

Operating System Suse Suse Linux 6.1 alpha All All

Operating System Suse Suse Linux 6.2 All All All

Operating System Suse Suse Linux 6.3 All All All

Operating System Suse Suse Linux 6.3 All ppc All

Operating System Suse Suse Linux 6.3 alpha All All

Operating System Suse Suse Linux 6.4 All All All

Operating System Suse Suse Linux 6.4 All i386 All

Operating System Suse Suse Linux 6.4 All ppc All

Operating System Suse Suse Linux 6.4 alpha All All

Operating System Suse Suse Linux 7.0 All All All

Operating System Suse Suse Linux 7.0 All i386 All

Operating System Suse Suse Linux 7.0 All ppc All

Operating System Suse Suse Linux 7.0 All sparc All

Operating System Suse Suse Linux 7.0 alpha All All

Operating System Suse Suse Linux 7.1 All All All

Operating System Suse Suse Linux 7.1 All spa All

Operating System Suse Suse Linux 7.1 All sparc All
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Operating System Suse Suse Linux 7.1 All x86 All

Operating System Suse Suse Linux 7.1 alpha All All

Operating System Suse Suse Linux 7.2 All All All

Operating System Suse Suse Linux 7.2 All i386 All

Operating System Suse Suse Linux 7.3 All All All

Operating System Suse Suse Linux 7.3 All i386 All

Operating System Suse Suse Linux 7.3 All ppc All

Operating System Suse Suse Linux 7.3 All sparc All

Operating System Suse Suse Linux 8.0 All All All

Operating System Suse Suse Linux 8.0 All i386 All

Operating System Suse Suse Linux 8.1 All All All

Operating System Suse Suse Linux 8.2 All All All

Operating System Suse Suse Linux 9.0 All All All

Operating System Suse Suse Linux 9.0 All x86_64 All

Operating System Suse Suse Linux 9.1 All All All

Operating System Suse Suse Linux 9.1 All x86_64 All

Operating System Suse Suse Linux 9.2 All All All

Operating System Suse Suse Linux 9.2 All x86_64 All

Operating System Suse Suse Linux 9.3 All All All

References

Reference Source Link Tags

Gentoo Linux Documentation -- PHP: Multiple vulnerabilities GENTOO www.gentoo.org Patch, Vendor Advisory

APPLE-SA-2005-06-08 Security Update 2005-006 APPLE lists.apple.com

Advisories - Mandriva MANDRAKE www.mandriva.com

USN-112-1: PHP4 vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com Patch, Vendor Advisory

Repository / Oval Repository OVAL oval.cisecurity.org

cvs.php.net/diff.php/php-src/ext/exif/exif.c CONFIRM cvs.php.net Vendor Advisory

154025 – CAN-2005-1043 PHP exif infinite stack recursion CONFIRM bugzilla.redhat.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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