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CVE-2005-1046

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AUNACUAUNCPILPIAP Certain versions of Kde from Kde contain the following vulnerability:

Buffer overflow in the kimgio library for KDE 3.4.0 allows remote
attackers to execute arbitrary code via a crafted PCX image file.

CVE-2005-1046 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References
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text/html
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web.archive.org

text/html

Not Archived

Debian -- Security Information -- DSA-714-1 kdelibs (© DEBIAN DSA-714
Vendor Advisory

www.debian.org

text/html

KNF PCX Imane File Handlina Riiffar Ovearflaw \/i1ilnarahilitv [ oy ronort (archivo) | ™ RIN 12N0A


https://cve.report/
https://cve.report/CVE-2005-1046/mitre
https://cve.report/CVE-2005-1046/nist
https://cve.report/CVE-2005-1046/cve_org
https://cve.report/CVE-2005-1046.pdf
http://cve.report/software/kde/kde
http://cve.report/vendor/kde
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://bugs.kde.org/show_bug.cgi?id=102328
https://web.archive.org/web/2005/http://www.novell.com/linux/security/advisories/2005_22_kdelibs3.html
http://www.debian.org/security/2005/dsa-714
http://cve.report/bid/13096

g e rvvey

text/htm

Webmail | OVH- OVH > VUPEN ADV-2005-0331

text/html

sunsolve.sun.com () SUNALERT 103170

Inactive Link™ Not Archived

sunsolve.sun.com () SUNALERT 201320

Inactive Link™ Not Archived

SecurityFocus www.securityfocus.com (7) FEDORA FLSA:178606
text/html

Sun Solaris Gimp Multiple Vulnerabilities - Advisories - web.archive.org Y{ SECUNIA 28114

Secunia text/html

Webmail | OVH- OVH @) VUPEN ADV-2007-4241

text/html

Secunia - Advisories - KDE kdelibs PCX Image Buffer
Overflow Vulnerability Vendor Advisory
web.archive.org
text/htm

){ SECUNIA 14908

Repository / Oval Repository oval.cisecurity.org () OVAL oval:org.mitre.oval:def:11081
text/html

www.kde.org CONFIRM
text/plain www.kde.org/info/security/advisory-20050421-
1.ixt

Repository / Oval Repository oval.cisecurity.org ) OVAL oval:org.mitre.oval:def:5802
text/html

rhn.redhat.com | Red Hat Support www.redhat.com & REDHAT RHSA-2005:393
text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Kde Kde 3.4.0 All All All

System

Operating Kde Kde 3.4.0 All All All

System

cpe:2.3:0:kde:kde:3.4.0:*:

cpe:2.3:0:kde:kde:3.4.0:*:

No vendor comments have heen siihmitted for this CVF
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