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CVE-2005-1114

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Phpbb from Phpbb Group contain the following
vulnerability:

Multiple SQL injection vulnerabilities in album_search.php in Photo
Album 2.0.53 for phpBB allow remote attackers to execute arbitrary
SQL commands via the (1) mode or (2) search parameters.

CVSS2 Score: 7.5 - HIGH
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CVE References

Description Tags Link

No Description Provided web.archive.org

text/html

Inactive Link Not Archived

 MISC
www.digitalparadox.org/advisories/phpbbp.txt

'Multiple Sql injection and XSS vulnerabilities in phpBB Plus'
- MARC

marc.info

text/html

 BUGTRAQ 20050413 Multiple Sql injection
and XSS vulnerabilities in phpBB Plus and
below and some of its modules

No Description Provided www.osvdb.org

Inactive Link Not Archived

 OSVDB 15931

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF phpbb-multiple-modules-sql-
injection(20086)

Sorry, the content you are trying to view does not exist. If
you feel this message is in error, please email the

Exploit

cve.report (archive)

 BID 13155

CVE-2005-1114 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2005-1114/mitre
https://cve.report/CVE-2005-1114/nist
https://cve.report/CVE-2005-1114/cve_org
https://cve.report/CVE-2005-1114.pdf
http://cve.report/software/phpbb_group/phpbb
http://cve.report/vendor/phpbb_group
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2005/http://www.digitalparadox.org/advisories/phpbbp.txt
http://marc.info/?l=bugtraq&m=111343406309969&w=2
http://www.osvdb.org/15931
https://exchange.xforce.ibmcloud.com/vulnerabilities/20086
http://cve.report/bid/13155


you feel this message is in error, please email the
webmaster.

cve.report (archive)

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Phpbb Group Phpbb 2.0.0 All All All

Application Phpbb Group Phpbb 2.0.1 All All All

Application Phpbb Group Phpbb 2.0.10 All All All

Application Phpbb Group Phpbb 2.0.11 All All All

Application Phpbb Group Phpbb 2.0.12 All All All

Application Phpbb Group Phpbb 2.0.13 All All All

Application Phpbb Group Phpbb 2.0.2 All All All

Application Phpbb Group Phpbb 2.0.3 All All All

Application Phpbb Group Phpbb 2.0.4 All All All

Application Phpbb Group Phpbb 2.0.5 All All All

Application Phpbb Group Phpbb 2.0.6 All All All

Application Phpbb Group Phpbb 2.0.6c All All All

Application Phpbb Group Phpbb 2.0.6d All All All

Application Phpbb Group Phpbb 2.0.7 All All All

Application Phpbb Group Phpbb 2.0.7a All All All

Application Phpbb Group Phpbb 2.0.8 All All All

Application Phpbb Group Phpbb 2.0.8a All All All

Application Phpbb Group Phpbb 2.0.9 All All All

Application Phpbb Group Phpbb 2.0.0 All All All

Application Phpbb Group Phpbb 2.0.1 All All All

Application Phpbb Group Phpbb 2.0.10 All All All

Application Phpbb Group Phpbb 2.0.11 All All All

Application Phpbb Group Phpbb 2.0.12 All All All

Application Phpbb Group Phpbb 2.0.13 All All All

Application Phpbb Group Phpbb 2.0.2 All All All

Application Phpbb Group Phpbb 2.0.3 All All All

Application Phpbb Group Phpbb 2.0.4 All All All
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Application Phpbb Group Phpbb 2.0.4 All All All

Application Phpbb Group Phpbb 2.0.5 All All All

Application Phpbb Group Phpbb 2.0.6 All All All

Application Phpbb Group Phpbb 2.0.6c All All All

Application Phpbb Group Phpbb 2.0.6d All All All

Application Phpbb Group Phpbb 2.0.7 All All All

Application Phpbb Group Phpbb 2.0.7a All All All

Application Phpbb Group Phpbb 2.0.8 All All All

Application Phpbb Group Phpbb 2.0.8a All All All

Application Phpbb Group Phpbb 2.0.9 All All All

Application Smartor Photo Album 2.0.53 All All All

Application Smartor Photo Album 2.0.53 All All All

cpe:2.3:a:phpbb_group:phpbb:2.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.10:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.11:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.12:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.13:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.6c:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.6d:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.7:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.7a:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.8a:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.9:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.0:*:*:*:*:*:*:*:
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← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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cpe:2.3:a:phpbb_group:phpbb:2.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.10:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.11:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.12:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.13:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.6c:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.6d:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.7:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.7a:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.8a:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.9:*:*:*:*:*:*:*:

cpe:2.3:a:smartor:photo_album:2.0.53:*:*:*:*:*:*:*:

cpe:2.3:a:smartor:photo_album:2.0.53:*:*:*:*:*:*:*:

https://cve.report/CVE-2005-1113
https://cve.report/CVE-2005-1115
https://cve.report/
https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2005-1114
	CVSS2 Score: 7.5 - HIGH
	CVE References
	Known Affected Configurations (CPE V2.3)


