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Firefox before 1.0.3, Mozilla Suite before 1.7.7, and Netscape 7.2 allows remote attackers to replace existing search plugin:
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Mozilla Firefox 0.10 All All All
Mozilla Firefox 0.10.1 All All All
Mozilla Firefox 0.8 All All All
Mozilla Firefox 0.9 All All All
Mozilla Firefox 0.9 rc All All
Mozilla Firefox 0.9.1 All All All
Mozilla Firefox 0.9.2 All All All
Mozilla Firefox 0.9.3 All All All
Mozilla Firefox 1.0 All All All
Mozilla Firefox 1.0.1 All All All
Mozilla Firefox 1.0.2 All All All
Mozilla Firefox 0.10 All All All
Mozilla Firefox 0.10.1 All All All
Mozilla Firefox 0.8 All All All
Mozilla Firefox 0.9 All All All
Mozilla Firefox 0.9 rc All All
Mozilla Firefox 0.9.1 All All All
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Application Mozilla Mozilla 1.5 rc2 All All
Application Mozilla Mozilla 1.5.1 All All All
Application Mozilla Mozilla 1.6 All All All
Application Mozilla Mozilla 1.6 alpha All All
Application Mozilla Mozilla 1.6 beta All All
Application Mozilla Mozilla 1.7 All All All
Application Mozilla Mozilla 1.7 alpha All All
Application Mozilla Mozilla 1.7 beta All All
Application Mozilla Mozilla 1.7 rci All All
Application Mozilla Mozilla 1.7 rc2 All All
Application Mozilla Mozilla 1.7 rc3 All All
Application Mozilla Mozilla 1.7.1 All All All
Application Mozilla Mozilla 1.7.2 All All All
Application Mozilla Mozilla 1.7.3 All All All
Application Mozilla Mozilla 1.7.5 All All All
Application Mozilla Mozilla 1.7.6 All All All
Application Netscape Navigator 7.2 All All All
Application Netscape Navigator 7.2 All All All
Reference Source Link
SCOSA-2005.49 SCO ftp.sco.com

SCO OpenServer Release 5.0.7 Maintenance Pack 4 Released - Multiple Vulnerabilities Fixed BID www.securityfocus.com
Secunia - Advisories - Mozilla Multiple Vulnerabilities SECUNIA  secunia.com
Secunia - Advisories - Mozilla Firefox Multiple Vulnerabilities SECUNIA  secunia.com
Secunia - Advisories - Netscape Two Vulnerabilities SECUNIA  secunia.com
Repository / Oval Repository OVAL oval.cisecurity.org
rhn.redhat.com | Red Hat Support REDHAT  www.redhat.com
Mozilla Suite And Firefox Search Plug-In Remote Script Code Execution Vulnerability BID www.securityfocus.com
rhn.redhat.com | Red Hat Support REDHAT  www.redhat.com
rhn.redhat.com | Red Hat Support REDHAT  www.redhat.com
MFSA 2005-38: Search plugin cross-site scripting CONFIRM  www.mozilla.org
Firesearching - Proof-of-Concept MISC www.mikx.de

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
290037 — Search plugins can get javascript access to currently active tab CONFIRM  bugzilla.mozilla.org
CVE Program record CVE.ORG www.cve.org
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https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9961
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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