
CVE-2005-1218
Published on: 08/10/2005 12:00:00 AM UTC

Last Modified on: 03/23/2021 11:27:25 PM UTC

CVE-2005-1218

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Windows 2000 from Microsoft contain the following
vulnerability:

The Microsoft Windows kernel in Microsoft Windows 2000 Server,
Windows XP, and Windows Server 2003 allows remote attackers to
cause a denial of service (crash) via crafted Remote Desktop Protocol
(RDP) requests.

CVSS2 Score: 5 - MEDIUM

Access
Vector

Access
Complexity

Authentication

NETWORK LOW NONE

Confidentiality
Impact

Integrity
Impact

Availability
Impact

NONE NONE PARTIAL

CVE References

Description Tags Link

Microsoft Windows Kernel Unspecified Remote
Desktop Protocol Denial Of Service Vulnerability

Patch

cve.report (archive)

text/html

 BID 14259

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:100092

Your request has been blocked. This could be
due to several reasons.

Patch

Vendor Advisory

web.archive.org

text/html

Inactive Link Not Archived

 CONFIRM
www.microsoft.com/technet/security/advisory/904797.mspx

Microsoft Security Bulletin MS05-041 - Moderate |
Microsoft Docs

docs.microsoft.com

text/html

 MS MS05-041

No Description Provided web.archive.org  MISC security-protocols.com/modules.php?

CVE-2005-1218 has been assigned by  secure@microsoft.com to track the vulnerability

 �

�

https://cve.report/
https://cve.report/CVE-2005-1218/mitre
https://cve.report/CVE-2005-1218/nist
https://cve.report/CVE-2005-1218/cve_org
https://cve.report/CVE-2005-1218.pdf
http://cve.report/software/microsoft/windows_2000
http://cve.report/vendor/microsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://cve.report/bid/14259
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A100092
https://web.archive.org/web/2005/http://www.microsoft.com/technet/security/advisory/904797.mspx
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2005/ms05-041


No Description Provided web.archive.org

text/html

Inactive Link Not Archived

 MISC security-protocols.com/modules.php?
name=News&file=article&sid=2783

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:346

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:376

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:609

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:618

'Any info on potential 0day RDP vuln?' - MARC marc.info

text/html

 BUGTRAQ 20050715 Any info on potential 0day RDP
vuln?

US-CERT Vulnerability Note VU#490628 US Government Resource

www.kb.cert.org

text/html

 CERT-VN VU#490628

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:180

[Dailydave] Announcing the Zero Day Initiative web.archive.org

text/html

Inactive Link Not Archived

 MLIST [Dailydave] 20050714 SPIKE actually scores.

US-CERT Technical Cyber Security Alert TA05-
221A -- Microsoft Windows and Internet Explorer
Vulnerabilities

Patch

US Government Resource

www.us-cert.gov

text/html

 CERT TA05-221A

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Microsoft Windows 2000 All All All All

Operating
System

Microsoft Windows 2000 All sp1 All All

Operating
System

Microsoft Windows 2000 All sp2 All All

Operating
System

Microsoft Windows 2000 All sp3 All All

Operating
System

Microsoft Windows 2000 All sp4 All All

Operating
System

Microsoft Windows 2000 All All All All

Operating Microsoft Windows 2000 All sp1 All All

https://web.archive.org/web/2005/http://security-protocols.com/modules.php?name=News&file=article&sid=2783
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A346
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A376
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A609
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A618
http://marc.info/?l=bugtraq&m=112146383919436&w=2
http://www.kb.cert.org/vuls/id/490628
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A180
https://web.archive.org/web/2005/https://www.immunitysec.com/pipermail/dailydave/2005-July/002188.html
http://www.us-cert.gov/cas/techalerts/TA05-221A.html
mailto:%20comment@cve.report
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2000
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2000
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2000
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2000
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2000
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2000
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2000


System

Operating
System

Microsoft Windows 2000 All sp2 All All

Operating
System

Microsoft Windows 2000 All sp3 All All

Operating
System

Microsoft Windows 2000 All sp4 All All

Operating
System

Microsoft Windows 2003 Server datacenter_64-bit sp1 All All

Operating
System

Microsoft Windows 2003 Server enterprise All 64-bit All

Operating
System

Microsoft Windows 2003 Server enterprise sp1 All All

Operating
System

Microsoft Windows 2003 Server enterprise_64-bit All All All

Operating
System

Microsoft Windows 2003 Server enterprise_64-bit sp1 All All

Operating
System

Microsoft Windows 2003 Server r2 All 64-bit All

Operating
System

Microsoft Windows 2003 Server r2 All datacenter_64-bit All

Operating
System

Microsoft Windows 2003 Server r2 sp1 All All

Operating
System

Microsoft Windows 2003 Server standard All 64-bit All

Operating
System

Microsoft Windows 2003 Server standard sp1 All All

Operating
System

Microsoft Windows 2003 Server standard_64-bit All All All

Operating
System

Microsoft Windows 2003 Server web All All All

Operating
System

Microsoft Windows 2003 Server web sp1 All All

Operating
System

Microsoft Windows 2003 Server datacenter_64-bit sp1 All All

Operating
System

Microsoft Windows 2003 Server enterprise All 64-bit All

Operating
System

Microsoft Windows 2003 Server enterprise sp1 All All

Operating
System

Microsoft Windows 2003 Server enterprise_64-bit All All All

Operating
System

Microsoft Windows 2003 Server enterprise_64-bit sp1 All All

Operating
System

Microsoft Windows 2003 Server r2 All 64-bit All

Operating Microsoft Windows 2003 Server r2 All datacenter_64-bit All

http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2000
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2000
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2000
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2003_server
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2003_server
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2003_server
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2003_server
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2003_server
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2003_server
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2003_server
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2003_server
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2003_server
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2003_server
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2003_server
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2003_server
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2003_server
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2003_server
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2003_server
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2003_server
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2003_server
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2003_server
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2003_server
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2003_server


System

Operating
System

Microsoft Windows 2003 Server r2 sp1 All All

Operating
System

Microsoft Windows 2003 Server standard All 64-bit All

Operating
System

Microsoft Windows 2003 Server standard sp1 All All

Operating
System

Microsoft Windows 2003 Server standard_64-bit All All All

Operating
System

Microsoft Windows 2003 Server web All All All

Operating
System

Microsoft Windows 2003 Server web sp1 All All

Operating
System

Microsoft Windows Xp All All 64-bit All

Operating
System

Microsoft Windows Xp All All home All

Operating
System

Microsoft Windows Xp All gold professional All

Operating
System

Microsoft Windows Xp All sp1 64-bit All

Operating
System

Microsoft Windows Xp All sp1 home All

Operating
System

Microsoft Windows Xp All sp2 home All

Operating
System

Microsoft Windows Xp All All 64-bit All

Operating
System

Microsoft Windows Xp All All home All

Operating
System

Microsoft Windows Xp All gold professional All

Operating
System

Microsoft Windows Xp All sp1 64-bit All

Operating
System

Microsoft Windows Xp All sp1 home All

Operating
System

Microsoft Windows Xp All sp2 home All

cpe:2.3:o:microsoft:windows_2000:*:*:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2000:*:sp1:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2000:*:sp2:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2000:*:sp3:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2000:*:sp4:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2000:*:*:*:*:*:*:*:*:
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http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2003_server
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp
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http://cve.report/software/microsoft/windows_xp
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http://cve.report/software/microsoft/windows_xp
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http://cve.report/software/microsoft/windows_xp
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http://cve.report/software/microsoft/windows_xp
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp


cpe:2.3:o:microsoft:windows_2000:*:*:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2000:*:sp1:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2000:*:sp2:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2000:*:sp3:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2000:*:sp4:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2003_server:datacenter_64-bit:sp1:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2003_server:enterprise:*:64-bit:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2003_server:enterprise:sp1:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2003_server:enterprise_64-bit:*:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2003_server:enterprise_64-bit:sp1:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2003_server:r2:*:64-bit:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2003_server:r2:*:datacenter_64-bit:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2003_server:r2:sp1:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2003_server:standard:*:64-bit:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2003_server:standard:sp1:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2003_server:standard_64-bit:*:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2003_server:web:*:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2003_server:web:sp1:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2003_server:datacenter_64-bit:sp1:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2003_server:enterprise:*:64-bit:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2003_server:enterprise:sp1:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2003_server:enterprise_64-bit:*:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2003_server:enterprise_64-bit:sp1:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2003_server:r2:*:64-bit:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2003_server:r2:*:datacenter_64-bit:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2003_server:r2:sp1:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2003_server:standard:*:64-bit:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2003_server:standard:sp1:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2003_server:standard_64-bit:*:*:*:*:*:*:*:



← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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CVE.report and Source URL Uptime Status status.cve.report

cpe:2.3:o:microsoft:windows_2003_server:web:*:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_2003_server:web:sp1:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_xp:*:*:64-bit:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_xp:*:*:home:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_xp:*:gold:professional:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_xp:*:sp1:64-bit:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_xp:*:sp1:home:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_xp:*:sp2:home:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_xp:*:*:64-bit:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_xp:*:*:home:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_xp:*:gold:professional:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_xp:*:sp1:64-bit:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_xp:*:sp1:home:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_xp:*:sp2:home:*:*:*:*:*:

https://cve.report/CVE-2005-1217
https://cve.report/CVE-2005-1219
https://cve.report/
https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies
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