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Summary

CVE CVE-2005-1260

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-05-19 04:00:00 UTC

Updated 2020-11-13 17:07:00 UTC

Description bzip2 allows remote attackers to cause a denial of service (hard drive consumption) via a crafted bzip2 file that causes an infinite loop (a.k.a "decompression bomb").

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Mac Os X All All All All

Operating System Apple Mac Os X All All All All

Application Bzip Bzip2 All All All All

Application Bzip Bzip2 All All All All

Operating System Canonical Ubuntu Linux 4.10 All All All

Operating System Canonical Ubuntu Linux 5.04 All All All

Operating System Canonical Ubuntu Linux 4.10 All All All

Operating System Canonical Ubuntu Linux 5.04 All All All

Operating System Debian Debian Linux 3.0 All All All

Operating System Debian Debian Linux 3.1 All All All

Operating System Debian Debian Linux 3.0 All All All

Operating System Debian Debian Linux 3.1 All All All
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Webmail - OVH

Apple Mac OS X v10.4.11 2007-008 Multiple Security Vulnerabilities
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Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia
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bzip2 Remote Denial of Service Vulnerability

rhn.redhat.com | Red Hat Support
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#200191: Two Security Vulnerabilities in the bzip2(1) Command may Allow the Permissions of Arbitrary Files to be Modified or Allow for Arbitrarily Large Files to be Created
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About the security content of Mac OS X 10.4.11 and Security Update 2007-008

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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