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Summary

CVE CVE-2005-1331

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-05-04 04:00:00 UTC

Updated 2011-03-08 02:21:00 UTC

Description The AppleScript Editor in Mac OS X 10.3.9 does not properly display script code for an applescript: URI, which can result in code that is different than the actual code that would be run, which could allow remote attackers to trick users into executing malicious code via certain URI characters such as NULL, control characters, and homographs.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apple Applescript 2.0.0 All All All

Application Apple Applescript 2.0.0 All All All

Operating System Apple Mac Os X 10.3 All All All

Operating System Apple Mac Os X 10.3.1 All All All

Operating System Apple Mac Os X 10.3.2 All All All

Operating System Apple Mac Os X 10.3.3 All All All

Operating System Apple Mac Os X 10.3.4 All All All

Operating System Apple Mac Os X 10.3.5 All All All

Operating System Apple Mac Os X 10.3.6 All All All

Operating System Apple Mac Os X 10.3.7 All All All

Operating System Apple Mac Os X 10.3.8 All All All

Operating System Apple Mac Os X 10.3.9 All All All

Operating System Apple Mac Os X 10.3 All All All

Operating System Apple Mac Os X 10.3.1 All All All

Operating System Apple Mac Os X 10.3.2 All All All

Operating System Apple Mac Os X 10.3.3 All All All

Operating System Apple Mac Os X 10.3.4 All All All
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Operating System Apple Mac Os X 10.3.4 All All All

Operating System Apple Mac Os X 10.3.5 All All All

Operating System Apple Mac Os X 10.3.6 All All All

Operating System Apple Mac Os X 10.3.7 All All All

Operating System Apple Mac Os X 10.3.8 All All All

Operating System Apple Mac Os X 10.3.9 All All All

Operating System Apple Mac Os X Server 10.3 All All All

Operating System Apple Mac Os X Server 10.3.1 All All All

Operating System Apple Mac Os X Server 10.3.2 All All All

Operating System Apple Mac Os X Server 10.3.3 All All All

Operating System Apple Mac Os X Server 10.3.4 All All All

Operating System Apple Mac Os X Server 10.3.5 All All All

Operating System Apple Mac Os X Server 10.3.6 All All All

Operating System Apple Mac Os X Server 10.3.7 All All All

Operating System Apple Mac Os X Server 10.3.8 All All All

Operating System Apple Mac Os X Server 10.3.9 All All All

Operating System Apple Mac Os X Server 10.3 All All All

Operating System Apple Mac Os X Server 10.3.1 All All All

Operating System Apple Mac Os X Server 10.3.2 All All All

Operating System Apple Mac Os X Server 10.3.3 All All All

Operating System Apple Mac Os X Server 10.3.4 All All All

Operating System Apple Mac Os X Server 10.3.5 All All All

Operating System Apple Mac Os X Server 10.3.6 All All All

Operating System Apple Mac Os X Server 10.3.7 All All All

Operating System Apple Mac Os X Server 10.3.8 All All All

Operating System Apple Mac Os X Server 10.3.9 All All All

References

Reference Source Link Tags

Apple Mac OS X Multiple Vulnerabilities BID www.securityfocus.com Patch

remahl.se/david/vuln/010 MISC remahl.se Exploit

Resend: APPLE-SA-2005-05-03 Security Update 2005-005 APPLE lists.apple.com Patch

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Secunia - Advisories - Mac OS X Security Update Fixes Multiple Vulnerabilities SECUNIA secunia.com Patch

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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