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Summary

CVE CVE-2005-1346

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-05-02 04:00:00 UTC

Updated 2008-09-05 20:48:00 UTC

Description Multiple Symantec AntiVirus products, including Norton AntiVirus 2005 11.0.0, Web Security Web Security 3.0.1.72, Mail Security for SMTP 4.0.5.66, AntiVirus Scan Engine 4.3.7.27, SAV/Filter for Domino NT 3.1.1.87, and Mail Security for Exchange 4.5.4.743, when running on Windows, allows remote attackers to cause a denial of service (component crash) and avoid detection via a crafted RAR file.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Antivirus Scan Engine 4.3.7.27 All All All

Application Symantec Antivirus Scan Engine 4.3.7.27 All All All

Application Symantec Mail Security 4.0.5.66 All smtp All

Application Symantec Mail Security 4.5.4.743 All exchange All

Application Symantec Mail Security 4.0.5.66 All smtp All

Application Symantec Mail Security 4.5.4.743 All exchange All

Application Symantec Norton Antivirus 2005_11.0.0 All All All

Application Symantec Norton Antivirus 2005_11.0.0 All All All

Application Symantec Norton Internet Security 2005_contains_nav_11.0.0 All All All

Application Symantec Norton Internet Security 2005_contains_nav_11.0.0 All All All

Application Symantec Norton System Works 2005_contains_nav_11.0.0 All All All

Application Symantec Norton System Works 2005_contains_nav_11.0.0 All All All

Application Symantec Symav Filter Domino Nt 3.1.1.87 All All All

Application Symantec Symav Filter Domino Nt 3.1.1.87 All All All

Application Symantec Web Security 3.0.1.72 All All All

Application Symantec Web Security 3.0.1.72 All All All
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References

Reference Source Link Tags

Symantec Security Center CONFIRM securityresponse.symantec.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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