CVE-2005-1366
Published on: 05/16/2005 12:00:00 AM UTC
Last Modified on: 08/23/2021 11:27:25 PM UTC

CVE-2005-1366

Source: Mitre Source: NIST CVE.ORG Print: PDF %)
AVNACUAUNCPIPAP Certain versions of Pico Server from Pico Server contain the following
’ vulnerability:

Pico Server (pServ) 3.2 and earlier allows remote attackers to obtain
the source code for CGl scripts via "dirname/../cgi-bin" in a URL.

CVE-2005-1366 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
PServ Remote Source Code Disclosure Vulnerability (%) BID 13638
| Exploit | = MISC www.redteam-pentesting.de/advisories/rt-
sa-2005-011.txt
SourceForge.net: Files < CONFIRM
[ text/html | sourceforge.net/project/shownotes.php?
release id=327708
'[Full-disclosure] Pico Server (pServ) Information [ marc.info | (%) FULLDISC 20050516 Pico Server (pServ)

Disclosure Of CGI' - MARC Information Disclosure Of CGI Sources

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
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https://cve.report/
https://cve.report/CVE-2005-1366/mitre
https://cve.report/CVE-2005-1366/nist
https://cve.report/CVE-2005-1366/cve_org
https://cve.report/CVE-2005-1366.pdf
http://cve.report/software/pico_server/pico_server
http://cve.report/vendor/pico_server
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://cve.report/bid/13638
https://cve.report/CVE-2005-1366/8607e6ff
https://web.archive.org/web/2005/http://sourceforge.net/project/shownotes.php?release_id=327708
http://marc.info/?l=full-disclosure&m=111625623909003&w=2

N T T T T Lo S T T S T ST S A A AT M MAMM AN L S ML IS ST A Iy N M STy 1Ly HE R A [Pt e T A s Yr e s

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Pico Server Pico Server 3.0 All All All
Application Pico Server Pico Server 3.0_beta_3 All All All
Application Pico Server Pico Server 3.1 All All All
Application Pico Server Pico Server 3.2 All All All
Application Pico Server Pico Server 3.0 All All All
Application Pico Server Pico Server 3.0_beta_3 All All All
Application Pico Server Pico Server 3.1 All All All
Application Pico Server Pico Server 3.2 All All All

cpe:2.3:a:pico_server:pico_server:3.0: "

cpe:2.3:a:pico_server:pico_server:3.0_beta_3:*:*: "

cpe:2.3:a:pico_server:pico_server:3.1: "

cpe:2.3:a:pico_server:pico_server:3.2:

cpe:2.3:a:pico_server:pico_server:3.0:

cpe:2.3:a:pico_server:pico_server:3.1: e

cpe:2.3:a:pico_server:pico_server:3.2:

No vendor comments have been submitted for this CVE
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