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Summary

CVE CVE-2005-1410

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-05-03 04:00:00 UTC

Updated 2018-10-19 15:31:00 UTC

Description The tsearch2 module in PostgreSQL 7.4 through 8.0.x declares the (1) dex_init, (2) snb_en_init, (3) snb_ru_init, (4) spell_init, and (5) syn_init functions as "internal" even when they do not take an internal argument, which allows attackers to cause a denial of service (application crash) and possibly have other impacts via SQL commands that call other functions that accept internal arguments.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Postgresql Postgresql 7.4 All All All

Application Postgresql Postgresql 7.4.3 All All All

Application Postgresql Postgresql 7.4.5 All All All

Application Postgresql Postgresql 7.4.6 All All All

Application Postgresql Postgresql 7.4.7 All All All

Application Postgresql Postgresql 8.0 All All All

Application Postgresql Postgresql 8.0.1 All All All

Application Postgresql Postgresql 8.0.2 All All All

Application Postgresql Postgresql 7.4 All All All

Application Postgresql Postgresql 7.4.3 All All All

Application Postgresql Postgresql 7.4.5 All All All

Application Postgresql Postgresql 7.4.6 All All All

Application Postgresql Postgresql 7.4.7 All All All

Application Postgresql Postgresql 8.0 All All All

Application Postgresql Postgresql 8.0.1 All All All

Application Postgresql Postgresql 8.0.2 All All All

Operating System Trustix Secure Linux 2.0 All All All
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Operating System Trustix Secure Linux 2.0 All All All

Operating System Trustix Secure Linux 2.0 All All All

References

Reference Source Link Tags

PostgreSQL TSearch2 Design Error Vulnerability BID www.securityfocus.com Patch

SecurityFocus FEDORA www.securityfocus.com

Repository / Oval Repository OVAL oval.cisecurity.org

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

Security Announcement SUSE www.novell.com

PostgreSQL: News: SECURITY: Two New Problems Found CONFIRM www.postgresql.org Patch

Repository / Oval Repository OVAL oval.cisecurity.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

IMPORTANT: two new PostgreSQL security problems found MLIST archives.postgresql.org Patch

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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