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AVNACLAUNCENAP Certain versions of Qmail from Dan Bernstein contain the following

vulnerability:

Integer overflow in the stralloc_readyplus function in gmail, when

running on 64 bit platforms with a large amount of virtual memory,
allows remote attackers to cause a denial of service and possibly
execute arbitrary code via a large SMTP request.

CVE-2005-1513 has been assigned by [J] cve@mitre.org to track the vulnerability
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CVE References
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RenderDoc 1.26 Local Privilege Escalation
/ Remote Code Execution ~ Packet Storm
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Debian -- Security Information -- DSA-
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Advisory-Qmail-Remote-Code-Execution.html

) FULLDISC 20050506 64 bit gmail fun


https://cve.report/
https://cve.report/CVE-2005-1513/mitre
https://cve.report/CVE-2005-1513/nist
https://cve.report/CVE-2005-1513/cve_org
https://cve.report/CVE-2005-1513.pdf
http://cve.report/software/dan_bernstein/qmail
http://cve.report/vendor/dan_bernstein
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://packetstormsecurity.com/files/172804/RenderDoc-1.26-Local-Privilege-Escalation-Remote-Code-Execution.html
http://packetstormsecurity.com/files/158203/Qmail-Local-Privilege-Escalation-Remote-Code-Execution.html
https://www.debian.org/security/2020/dsa-4692
http://packetstormsecurity.com/files/157805/Qualys-Security-Advisory-Qmail-Remote-Code-Execution.html
https://web.archive.org/web/2005/http://archives.neohapsis.com/archives/fulldisclosure/2005-05/0101.html

netgmail: Multiple vulnerabilities (GLSA
202007-01) — Gentoo security

oss-security - Re: Remote Code Execution
in gmail (CVE-2005-1513)
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2005-1513)
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FULLDISC 20230607 LPE and RCE in RenderDoc: CVE-2023-
33865, CVE-2023-33864, CVE-2023-33863

¢ > MLIST [oss-security] 20200519 Remote Code Execution in
gmail (CVE-2005-1513)
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(CVE-2005-1513)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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