VE-2005-1

MITRE NVD

CVE CVE-2005-1519
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

/

0

CVE.ORG Print: PDF %5

Published 2005-05-11 04:00:00 UTC
Updated 2017-10-11 01:30:00 UTC
Description Squid 2.5 STABLE9 and earlier, when the DNS client port is unfiltered and the environment does not prevent IP spoofing, a

| 1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version

Application Squid Squid All

All

Update

Edition Language

All All

References

Reference

Repository / Oval Repository

404 Not Found

Debian -- Security Information -- DSA-751-1 squid

Webmail - OVH

[SECURITY] Fedora Core 3 Update: squid-2.5.STABLE9-1.FC3.6
Secunia - Advisories - Squid DNS Lookup Spoofing Vulnerability
Squid-2.5 Patches

Squid Proxy Unspecified DNS Spoofing Vulnerability
rhn.redhat.com | Red Hat Support

CVE Program record

NVD vulnerability detail

Source

OVAL

FEDORA

DEBIAN

VUPEN

FEDORA

SECUNIA

CONFIRM

BID

REDHAT

CVE.ORG

NVD

Link Tags
oval.cisecurity.org

fedoranews.org

www.debian.org

www.vupen.com

www.redhat.com

secunia.com Patch
www.squid-cache.org Patch
www.securityfocus.com
www.redhat.com

WWww.cve.org canonical

nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2005-1519/mitre
https://cve.report/CVE-2005-1519/nist
https://cve.report/CVE-2005-1519/cve_org
https://cve.report/CVE-2005-1519.pdf
http://cve.report/vendor/squid
http://cve.report/software/squid/squid
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9976
http://fedoranews.org/updates/FEDORA--.shtml
http://www.debian.org/security/2005/dsa-751
http://www.vupen.com/english/advisories/2005/0521
http://www.redhat.com/archives/fedora-announce-list/2005-May/msg00025.html
http://secunia.com/advisories/15294
http://www.squid-cache.org/Versions/v2/2.5/bugs/#squid-2.5.STABLE9-dns_query
http://www.securityfocus.com/bid/13592
http://www.redhat.com/support/errata/RHSA-2005-489.html
https://www.cve.org/CVERecord?id=CVE-2005-1519
https://nvd.nist.gov/vuln/detail/CVE-2005-1519

There are currently no legacy QID mappings associated with this CVE.
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