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CVE-2005-1531

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AUNACLAUNCIPIAP Certain versions of Firefox from Mozilla contain the following
’ vulnerability:

Firefox before 1.0.4 and Mozilla Suite before 1.7.8 does not properly
implement certain security checks for script injection, which allows
remote attackers to execute script via "Wrapped" javascript: URLs, as
demonstrated using (1) a javascript: URL in a view-source: URL, (2) a
javascript: URL in a jar: URL, or (3) "a nested variant."

CVE-2005-1531 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

MFSA 2005-43: "Wrapped" javascript: urls bypass security checks Y CONFIRM
www.mozilla.org www.mozilla.org/security/announce/mfsa2005-
text/html 43.html

rhn.redhat.com | Red Hat Support www.redhat.com & REDHAT RHSA-2005:434

text/html

() SCO SCOSA-2005.49

text/plain
SCO OpenServer Release 5.0.7 Maintenance Pack 4 Released - CEEEAEEIN  (T) BID 15495
Multiple Vulnerabilities Fixed text/html
Security Tracker.com Archives - Firefox Wrapped ‘javascript:" URLs Sl Ty SECTRACK 1013963
Let Remote Users Execute Arbitrary Code text/html


https://cve.report/
https://cve.report/CVE-2005-1531/mitre
https://cve.report/CVE-2005-1531/nist
https://cve.report/CVE-2005-1531/cve_org
https://cve.report/CVE-2005-1531.pdf
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.mozilla.org/security/announce/mfsa2005-43.html
http://www.redhat.com/support/errata/RHSA-2005-434.html
https://cve.report/CVE-2005-1531/18cb6af7
http://cve.report/bid/15495
http://securitytracker.com/id?1013963

Webmail - OVH [ www.vupen.com | (2) VUPEN ADV-2005-0530
text/html
Mozilla Suite And Firefox Multiple Script Manager Security Bypass (D) BID 13641
Vulnerabilities
Repository / Oval Repository () OVAL oval:org.mitre.oval:def:10351
SecurityTracker.com Archives - Mozilla Suite Wrapped ‘javascript:' (7) SECTRACK 1013962
URLs Let Remote Users Execute Arbitrary Code
Repository / Oval Repository () OVAL oval:org.mitre.oval:def:100015
rhn.redhat.com | Red Hat Support & REDHAT RHSA-2005:435

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 0.10 All All All
Application Mozilla Firefox 0.10.1 All All All
Application Mozilla Firefox 0.8 All All All
Application Mozilla Firefox 0.9 All All All
Application Mozilla Firefox 0.9 rc All All
Application Mozilla Firefox 0.9.1 All All All
Application Mozilla Firefox 0.9.2 All All All
Application Mozilla Firefox 0.9.3 All All All
Application Mozilla Firefox 1.0 All All All
Application Mozilla Firefox 1.0.1 All All All
Application Mozilla Firefox 1.0.2 All All All
Application Mozilla Firefox 1.0.3 All All All
Application Mozilla Firefox 0.10 All All All
Application Mozilla Firefox 0.10.1 All All All
Application Mozilla Firefox 0.8 All All All
Application Mozilla Firefox 0.9 All All All
Application Mozilla Firefox 0.9 rc All All

Application Mozilla Firefox 0.9.1 All All All
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Application Mozilla Mozilla 1.7 All

Application Mozilla Mozilla 1.7 alpha
Application Mozilla Mozilla 1.7 beta
Application Mozilla Mozilla 1.7 rcl
Application Mozilla Mozilla 1.7 rc2
Application Mozilla Mozilla 1.7 rc3
Application Mozilla Mozilla 1.71 All
Application Mozilla Mozilla 1.7.2 All
Application Mozilla Mozilla 1.7.3 All
Application Mozilla Mozilla 1.75 All
Application Mozilla Mozilla 1.7.6 All
Application Mozilla Mozilla 1.7.7 All
Application Mozilla Mozilla All All

dkkakkakakak.

cpe:2.3:a:mozilla:firefox:0.10: " :*:
cpe:2.3:a:mozilla:firefox:0.10.1 %%

cpe:2.3:a:mozilla:firefox:0.8:*:*:*:***::

cpe:2.3:a:mozilla:firefox:0.9:*:*:****::

cpe:2.3:a:mozilla:firefox:0.9.1:*:*****:*:

cpe:2.3:a:mozilla:firefox:0.9.2:*:****:*:*:

cpe:2.3:a:mozilla:firefox:0.9.3::*****:*:

cpe:2.3:a:mozilla:firefox:1.0:*: 7

cpe:2.3:a:mozilla:firefox:1.0. 1 ™

cpe:2.3:a:mozilla:firefox:1.0.2: "™

cpe:2.3:a:mozilla:firefox:1.0.3: "™

Lk kR kR ok ak.

cpe:2.3:a:mozilla:firefox:0.10:*:* 7 :*:

ARk koK kR k.

cpe:2.3:a:mozilla:firefox:0.10.1 %

cpe:2.3:a:mozilla:firefox:0.8:*:***:**:*:

cpe:2.3:a:mozilla:firefox:0.9:*:***:**:*:

cne? 3:armovzilla-firafox: () Q 1 -*-*-xkexkex.
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cpe:2.3:a:mozilla:firefox:0.9.2:%:* "

cpe:2.3:a:mozilla:firefox:0.9.3:*:* "

cpe:2.3:a:mozilla:firefox:1.0:*:" "

cpe:2.3:a:mozilla:firefox:1.0.1:%:* "

cpe:2.3:a:mozilla:firefox:1.0.2:%:*:*: "

cpe:2.3:a:mozilla:firefox:1.0.3:*:* "

cpe:2.3:a:mozilla:mozilla:1.4.1: "

cpe:2.3:a:mozilla:mozilla:1.5:*:*:* "
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cpe:2.3:a:mozilla:mozilla:1.5:alpha:*:*:*:*:*:*:

akakkakakuk.

cpe:2.3:a:mozilla:mozilla:1.5:rc1 7 "

cpe:2.3:a:mozilla:mozilla:1.5. 1% %"

dkk Lk akakukk.

cpe:2.3:a:mozilla:mozilla:1.6:*:*:*:*:**:*:
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cpe:2.3:a:mozilla:mozilla:1.6:beta:*:*:*:*:*:*:

cpe:2.3:a:mozilla:mozilla:1.7:*:*:*:* %

KRk akakuk.

cpe:2.3:a:mozilla:mozilla:1.7:alpha:*:*:*:*:*:*:

KKk ok ukuk.
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cpe:2.3:a:mozilla:mozilla:1.7.3:**:* %

cpe:2.3:a:mozilla:mozilla:1.7.5:* %

cpe:2.3:a:mozilla:mozilla:1.7.6:* % :*:

cpe:2.3:a:xmozilla:mozilla:1.7.7:% """

cpe:2.3:a:xmozilla:mozilla:1.4.1: % %"



cpe:2.3:a:xmozilla:mozilla:1.5:*:*:" %

cpe:2.3:a:mozilla:mozilla:1.5. 1% """

cpe:2.3:a:mozilla:mozilla:1.6:*:*:*:*:*:*::
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cpe:2.3:a:mozilla:mozilla:1.6:beta:™:*:*:*:*:*:
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cpe:2.3:a:mozilla:mozilla: 1.7 "
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cpe:2.3:a:mozilla:mozilla:1.7:rc2:*:*:*:*:*::
cpe:2.3:a:mozilla:mozilla:1.7:rc3:*:*:*:**::
cpe:2.3:a:mozilla:mozilla:1.7. 1% *: %
cpe:2.3:a:mozilla:mozilla:1.7.2:*:*:*:**:*:*:
cpe:2.3:a:mozilla:mozilla:1.7.3:* %% :*:
cpe:2.3:a:mozilla:mozilla:1.7.5:* "
cpe:2.3:a:mozilla:mozilla:1.7.6:* "
cpe:2.3:a:mozilla:mozilla:1.7.7:* > "

Kk kK kK kK,

cpe:2.3:a:mozilla:mozilla:*:*:*:**:*:*::

No vendor comments have been submitted for this CVE
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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