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Summary

CVE CVE-2005-1655

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-05-18 04:00:00 UTC

Updated 2008-09-05 20:49:00 UTC

Description AOL Instant Messenger 5.5.x and earlier allows remote attackers to cause a denial of service (client crash) via an invalid smiley icon location in the sml parameter of a font tag.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Aol Instant Messenger 1.2 All All All

Application Aol Instant Messenger 2.0.912 All All All

Application Aol Instant Messenger 2.0.996 All All All

Application Aol Instant Messenger 2.0_n All All All

Application Aol Instant Messenger 2.1.1236 All All All

Application Aol Instant Messenger 2.5.1366 All All All

Application Aol Instant Messenger 2.5.1598 All All All

Application Aol Instant Messenger 3.0.1415 All All All

Application Aol Instant Messenger 3.0.1470 All All All

Application Aol Instant Messenger 3.0_n All All All

Application Aol Instant Messenger 3.5.1635 All All All

Application Aol Instant Messenger 3.5.1670 All All All

Application Aol Instant Messenger 3.5.1808 All All All

Application Aol Instant Messenger 3.5.1856 All All All

Application Aol Instant Messenger 4.0 All All All

Application Aol Instant Messenger 4.1 All All All

Application Aol Instant Messenger 4.1.2010 All All All
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Application Aol Instant Messenger 4.1.2010 All All All

Application Aol Instant Messenger 4.2 All All All

Application Aol Instant Messenger 4.2.1193 All All All

Application Aol Instant Messenger 4.3 All All All

Application Aol Instant Messenger 4.3.2229 All All All

Application Aol Instant Messenger 4.4 All All All

Application Aol Instant Messenger 4.5 All All All

Application Aol Instant Messenger 4.6 All All All

Application Aol Instant Messenger 4.7 All All All

Application Aol Instant Messenger 4.7.2480 All All All

Application Aol Instant Messenger 4.8.2616 All All All

Application Aol Instant Messenger 4.8.2646 All All All

Application Aol Instant Messenger 4.8.2790 All All All

Application Aol Instant Messenger 5.0.2938 All All All

Application Aol Instant Messenger 5.1.3036 All All All

Application Aol Instant Messenger 5.2.3292 All All All

Application Aol Instant Messenger 5.5 All All All

Application Aol Instant Messenger 5.5.3415_beta All All All

Application Aol Instant Messenger 5.5.3595 All All All

Application Aol Instant Messenger 5.9.3702 All All All

Application Aol Instant Messenger 1.2 All All All

Application Aol Instant Messenger 2.0.912 All All All

Application Aol Instant Messenger 2.0.996 All All All

Application Aol Instant Messenger 2.0_n All All All

Application Aol Instant Messenger 2.1.1236 All All All

Application Aol Instant Messenger 2.5.1366 All All All

Application Aol Instant Messenger 2.5.1598 All All All

Application Aol Instant Messenger 3.0.1415 All All All

Application Aol Instant Messenger 3.0.1470 All All All

Application Aol Instant Messenger 3.0_n All All All

Application Aol Instant Messenger 3.5.1635 All All All

Application Aol Instant Messenger 3.5.1670 All All All

Application Aol Instant Messenger 3.5.1808 All All All

Application Aol Instant Messenger 3.5.1856 All All All

Application Aol Instant Messenger 4.0 All All All

Application Aol Instant Messenger 4.1 All All All
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Application Aol Instant Messenger 4.1.2010 All All All

Application Aol Instant Messenger 4.2 All All All

Application Aol Instant Messenger 4.2.1193 All All All

Application Aol Instant Messenger 4.3 All All All

Application Aol Instant Messenger 4.3.2229 All All All

Application Aol Instant Messenger 4.4 All All All

Application Aol Instant Messenger 4.5 All All All

Application Aol Instant Messenger 4.6 All All All

Application Aol Instant Messenger 4.7 All All All

Application Aol Instant Messenger 4.7.2480 All All All

Application Aol Instant Messenger 4.8.2616 All All All

Application Aol Instant Messenger 4.8.2646 All All All

Application Aol Instant Messenger 4.8.2790 All All All

Application Aol Instant Messenger 5.0.2938 All All All

Application Aol Instant Messenger 5.1.3036 All All All

Application Aol Instant Messenger 5.2.3292 All All All

Application Aol Instant Messenger 5.5 All All All

Application Aol Instant Messenger 5.5.3415_beta All All All

Application Aol Instant Messenger 5.5.3595 All All All

Application Aol Instant Messenger 5.9.3702 All All All

References

Reference Source Link Tags

AOL Instant Messenger Smiley Icon Location Remote Denial Of Service Vulnerability BID www.securityfocus.com Exploit

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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