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CVE-2005-1743

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AUNACLAUNCRIPAP Certain versions of Weblogic Server from Bea contain the following
’ vulnerability:

BEA WebLogic Server and WebLogic Express 8.1 through Service
Pack 3 and 7.0 through Service Pack 5 does not properly handle when
a security provider throws an exception, which may cause WebLogic to
use incorrect identity for the thread, or to fail to audit security
exceptions.

CVE-2005-1743 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Secunia - Advisories - BEA WebLogic Multiple Vulnerabilities Y SECUNIA 15486

text/html

BEA WebLogic Server and WebLogic Express Multiple Remote Vulnerabilities (D) BID 13717

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

(3 VUPEN ADV-
2005-0603

WebLogic Server fails to audit and correctly handle exceptions generated by security O BEA BEA05-76.00

providers dev2dev.bea.com

Security Tracker.com Archives - BEA WebLogic Server and WebLogic Portal Have Multiple () SECTRACK



https://cve.report/
https://cve.report/CVE-2005-1743/mitre
https://cve.report/CVE-2005-1743/nist
https://cve.report/CVE-2005-1743/cve_org
https://cve.report/CVE-2005-1743.pdf
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2005/http://secunia.com/advisories/15486
http://cve.report/bid/13717
http://www.vupen.com/english/advisories/2005/0603
http://dev2dev.bea.com/pub/advisory/126
http://securitytracker.com/id?1014049

Vulnerabilities 1014049

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Bea Weblogic Server 6.0 All All All
Application Bea Weblogic Server 6.0 All express All
Application Bea Weblogic Server 6.0 All win32 All
Application Bea Weblogic Server 6.0 spi All All
Application Bea Weblogic Server 6.0 sp1 express All
Application Bea Weblogic Server 6.0 spil win32 All
Application Bea Weblogic Server 6.0 sp2 All All
Application Bea Weblogic Server 6.0 sp2 express All
Application Bea Weblogic Server 6.0 sp2 win32 All
Application Bea Weblogic Server 6.1 All All All
Application Bea Weblogic Server 6.1 All express All
Application Bea Weblogic Server 6.1 All win32 All
Application Bea Weblogic Server 6.1 sp1 All All
Application Bea Weblogic Server 6.1 sp1i express All
Application Bea Weblogic Server 6.1 spi win32 All
Application Bea Weblogic Server 6.1 sp2 All All
Application Bea Weblogic Server 6.1 sp2 express All
Application Bea Weblogic Server 6.1 sp2 win32 All
Application Bea Weblogic Server 6.1 sp3 All All
Application Bea Weblogic Server 6.1 sp3 express All
Application Bea Weblogic Server 6.1 sp3 win32 All
Application Bea Weblogic Server 6.1 sp4 All All
Application Bea Weblogic Server 6.1 sp4 express All
Application Bea Weblogic Server 6.1 sp4 win32 All
Application Bea Weblogic Server 6.1 sp5 All All
Application Bea Weblogic Server 6.1 sp5 express All

Application Bea Weblogic Server 6.1 sp5 win32 All
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Application Oracle Weblogic Portal 8.0 All

cpe:2.3:a:bea:weblogic_server:6.0:":*: "%

Ak kKK Lk,

cpe:2.3:a:bea:weblogic_server:6.0:sp2:win32:*:*:*:*:*:

akLk kLK LK LKLk,

cpe:2.3:a:bea:weblogic_server:6.1:*:*: "

dkakak kK,

cpe:2.3:a:bea:weblogic_server:6.1:*:express:*:*:*:*:*:

dkakak Lk k,

cpe:2.3:a:bea:weblogic_server:6.1:*:win32:*:*:*:*:*:

All

express

All

express

win32

All

express

win32

All

express

win32

All

express

win32

All

express

win32

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/weblogic_portal
http://cve.report/vendor/oracle
http://cve.report/software/oracle/weblogic_portal

Skukakukuk.

cpe:2.3:a:bea:weblogic_server:6.1:sp1:express:*:*:*:*:*:

Skuk ok akak.

cpe:2.3:a:bea:weblogic_server:6.1:sp2:win32:*:*:*:*:*:

Rk kL KKk,

cpe:2.3:a:bea:weblogic_server:6.1:sp3:*:*:**:*:*:

Skakakakak.

cpe:2.3:a:bea:weblogic_server:6.1:sp4:express:*:*:*:*:*:

Sk ok ak Rk,

cpe:2.3:a:bea:weblogic_server:6.1:sp4:win32::*:*:*:*:

SRk kKKK,

cpe:2.3:a:bea:weblogic_server:6.1:sp5:*:*:*:*:*:*:

Skakakakuk.

cpe:2.3:a:bea:weblogic_server:7.0:sp1:win32:*:*:*:*:*:

ARk LKLk LKLk,

cpe:2.3:a:bea:weblogic_server:7.0:sp2:*:*:*:*:*::

Skukukukuk.

cpe:2.3:a:bea:weblogic_server:7.0:sp2:win32:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:bea:weblogic_server:7.0:sp3:*:*:*:*:*::

Skukakukuk.

cpe:2.3:a:bea:weblogic_server:7.0:sp3:express:*:*:*:*:*:

Skakkakuk.

cpe:2.3:a:bea:weblogic_server:7.0:sp3:win32:*:*:*:*:*:

AnnD iathanaainhlanin caniar7 Neian Ak akokokax,
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Skukkukuk.

cpe:2.3:a:bea:weblogic_server:7.0:sp4:express:*:*:*:*:*:

KKKk kK.

cpe:2.3:a:bea:weblogic_server:7.0:sp5:*: " "

Skakakukak.

cpe:2.3:a:bea:weblogic_server:7.0:sp5:express:*:*:*:*:*:

Skakakakak.

cpe:2.3:a:bea:weblogic_server:7.0:sp5:win32:*:*:*:*:*:

cpe:2.3:a:bea:weblogic_server:7.0.0.1: "

Kk kKK,

cpe:2.3:a:bea:weblogic_server:7.0.0.1:sp1:express:*:*:*:*:*:

kKK ok ak,

cpe:2.3:a:bea:weblogic_server:7.0.0.1:sp1:win32:*:*:*:*:*:

dkkakkk.

cpe:2.3:a:bea:weblogic_server:8.1:*:win32:*:*:*:*:*:

akk LKLk LK Lk,

cpe:2.3:a:bea:weblogic_server:8.1:sp1:*:*:*:*:*:*:

Skukakakk.

cpe:2.3:a:bea:weblogic_server:8.1:sp1:express:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:bea:weblogic_server:8.1:sp2:*:*:*:*:*:*:

I

cpe:2.3:a:bea:weblogic_server:8.1:sp2:express:*:*:*:*:*:

Skakkakuk.

cpe:2.3:a:bea:weblogic_server:8.1:sp2:win32:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:bea:weblogic_server:8.1:sp3:*: " ™



Skakukukuk.

cpe:2.3:a:bea:weblogic_server:8.1:sp3:express:*:*:*:*:*:

Skakkukuk.

cpe:2.3:a:bea:weblogic_server:8.1:sp3:win32:*:*:*:*:*:

Skakakakuk.

cpe:2.3:a:bea:weblogic_server:8.1:sp4:express:*:*:*:*:*:

Skak ok akak.

cpe:2.3:a:bea:weblogic_server:8.1:sp4:win32:*:*:*:*:*:

cpe:2.3:a:bea:weblogic_server:6.0:*:*:****:*:

LRk kR k.

cpe:2.3:a:bea:weblogic_server:6.0:*:express:*:*:*:*:*:

SRk Lk KKk,

cpe:2.3:a:bea:weblogic_server:6.0:sp1:*:*:**:*:*:

Skakakakak.

cpe:2.3:a:bea:weblogic_server:6.0:sp1:express:*:*:*:*:*:

Skak kR k.

cpe:2.3:a:bea:weblogic_server:6.0:sp1:win32:*:*:*:*:*:

SRk ok kKK,

cpe:2.3:a:bea:weblogic_server:6.0:sp2:*:*:*:*:*:*:

Skukkukuk.

cpe:2.3:a:bea:weblogic_server:6.1:sp3:win32:*:*:*:*:*:

KKk kKK,

cpe:2.3:a:bea:weblogic_server:6.1:sp4:*:**:*:*:*:

Skukakakok.

cpe:2.3:a:bea:weblogic_server:6.1:sp4:express:*:*:*:*:*:



Skakakakuk.

cpe:2.3:a:bea:weblogic_server:6.1:sp4:win32:*:*:*:*:*:

Kk kKKK,

cpe:2.3:a:bea:weblogic_server:6.1:sp5:*:**:*:*:*:

Skukakukak.

cpe:2.3:a:bea:weblogic_server:6.1:sp5:express:*:*:*:*:*:

SRk kKKK,

cpe:2.3:a:bea:weblogic_server:6.1:sp6:*:*:*:*:*:*:

Skukakakak.

cpe:2.3:a:bea:weblogic_server:6.1:sp6:win32:*:*:*:*:*:

cpe:2.3:a:bea:weblogic_server:7.0:*:* "

LRk kR k.

cpe:2.3:a:bea:weblogic_server:7.0:*:express:*:*:*:*:*:

SRk kKKK,

cpe:2.3:a:bea:weblogic_server:7.0:sp1:*:*:* %"

Skakakakak.

cpe:2.3:a:bea:weblogic_server:7.0:sp1:express:*:*:*:*:*:

Skak kR k.

cpe:2.3:a:bea:weblogic_server:7.0:sp1:win32:*:*:*:*:*:

ARk LKLk LK Lk,

cpe:2.3:a:bea:weblogic_server:7.0:sp5:*:*:*:*:*::

Skukakakk.

cpe:2.3:a:bea:weblogic_server:7.0:sp5:express:*:*:*:*:*:

akLk kKK,

cpe:2.3:a:bea:weblogic_server:7.0.0.1:*:win32:%:*:*:*:*:

dkkukkkak.

cpe:2.3:a:bea:weblogic_server:7.0.0.1:sp1:*:*:**



ARk ak koK,

cpe:2.3:a:bea:weblogic_server:7.0.0.1:sp1:win32:*:*:*:*:*:

dkak Lk akakuk.

cpe:2.3:a:bea:weblogic_server:7.0.0.1:sp2:*:*:**:*:*:

ARk Lkak k.

cpe:2.3:a:bea:weblogic_server:7.0.0.1:sp2:express:*:*:*:*:*:

dk Rk ok akak.

cpe:2.3:a:bea:weblogic_server:7.0.0.1:sp3:*:***:*:*:

dkakak kK,

cpe:2.3:a:bea:weblogic_server:7.0.0.1:sp3:express:*:*:*:*:*:

dkak kR akak.

cpe:2.3:a:bea:weblogic_server:7.0.0.1:sp4:*: """

akak kKK,

cpe:2.3:a:bea:weblogic_server:7.0.0.1:sp4:express:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:a:bea:weblogic_server:8.1:**: " *:*:

dkak kK k.

cpe:2.3:a:bea:weblogic_server:8.1:*:express:*:*:*:*:*:

dkak kR k.

cpe:2.3:a:bea:weblogic_server:8.1:*:win32:*:*:*:*:*:

ARk LKLk LK Lk,

cpe:2.3:a:bea:weblogic_server:8.1:sp4:™:*:*:*:*:*:

Skukakakk.

cpe:2.3:a:bea:weblogic_server:8.1:sp4:express:*:*:*:*:*:

Skukakakk.

cpe:2.3:a:bea:weblogic_server:8.1:sp4:win32:*:*:*:*:*:

cpe:2.3:a:oracle:weblogic_portal:8.0:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:weblogic_portal:8.0:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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