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CVE-2005-1749

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCAVINAP Certain versions of Weblogic Server from Bea contain the following
’ vulnerability:

Buffer overflow in BEA WebLogic Server and WebLogic Express 6.1
Service Pack 4 allows remote attackers to cause a denial of service
(CPU consumption from thread looping).

CVE-2005-1749 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Denial of Service attack O BEA BEA05-82.00

dev2dev.bea.com
text/html

Secunia - Advisories - BEA WebLogic Multiple Vulnerabilities ){ SECUNIA 15486

text/html

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH [ www.vupen.com | @ VUPEN ADV-2005-0609

BEA WebLogic Server and WebLogic Express Multiple Remote Vulnerabilities (% BID 13717

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are mare annranriate far voir niirnnse CVFrenart dnes not necessarilv endnrse the views exnressed ar eonciir with the facts nresented on these sites Further


https://cve.report/
https://cve.report/CVE-2005-1749/mitre
https://cve.report/CVE-2005-1749/nist
https://cve.report/CVE-2005-1749/cve_org
https://cve.report/CVE-2005-1749.pdf
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://dev2dev.bea.com/pub/advisory/132
https://web.archive.org/web/2005/http://secunia.com/advisories/15486
http://www.vupen.com/english/advisories/2005/0609
http://cve.report/bid/13717
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

cpe:2.3:a:bea:weblogic_server:6.0

Bea

Bea

Bea

Bea

Bea

Bea

Bea

Bea

Bea

Bea

Bea

Bea

Bea

Bea

Bea

Oracle

Oracle

Weblogic Server
Weblogic Server
Weblogic Server
Weblogic Server
Weblogic Server
Weblogic Server
Weblogic Server
Weblogic Server
Weblogic Server
Weblogic Server
Weblogic Server
Weblogic Server
Weblogic Server
Weblogic Server
Weblogic Server
Weblogic Portal

Weblogic Portal

akk kK kKK,

akakLk kK,

cpe:2.3:a:bea:weblogic_server:6.0:*:express:*:*:*:*:*:

Skak Lk akk,

cpe:2.3:a:bea:weblogic_server:6.0:*:win32:*:*:*:*:*:

KKk KKk,

cpe:2.3:a:bea:weblogic_server:6.0:sp1:*:**:*:*:*:

cpe:2.3:a:bea:weblogic_server:6.0:sp1:express

Rk kKKK,

cpe:2.3:a:bea:weblogic_server:6.0:sp2:*:*:*:*:*:*:

cpe:2.3:a:bea:weblogic_server:6.0:sp2:express

kKK kK,

cpe:2.3:a:bea:weblogic_server:6.0:sp2:win32:*:*:*:*:*:

cpe:2.3:a:bea:weblogic_server:6.1

Kk ok kKKK,

LRk kR k.

cpe:2.3:a:bea:weblogic_server:6.1:*:win32:*:*:*:*:*:

SRk ok Kk k.

cpe:2.3:a:bea:weblogic_server:6.1:sp1:*:* %"

Skukkakak.

Skakakukak.

8.1

8.1

8.1

8.1

8.1

8.1

8.1

8.1

8.1

8.1

8.1

8.1

8.1

8.1

8.1

8.0

8.0

All

All

All

sp1
sp1i
spil
sp2
sp2
sp2
sp3
sp3
sp3
sp4
sp4
sp4
All

All

All

express

win32

All

express

win32

All

express

win32

All

express

win32

All

express

win32

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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Skukkakuk.

cpe:2.3:a:bea:weblogic_server:6.1:sp3:win32:*:*:*:*:*:

akk kLK LK Lk,

cpe:2.3:a:bea:weblogic_server:6.1:sp4:™:**:*:*::

Skukakukuk.

cpe:2.3:a:bea:weblogic_server:6.1:sp5:express:*:*:*:*:*:

Skukkakak.

cpe:2.3:a:bea:weblogic_server:6.1:sp5:win32:*:*:*:*:*:

KKk kKK,

cpe:2.3:a:bea:weblogic_server:6.1:sp6:*:*:*:*:*:":

Skukkakuk.

cpe:2.3:a:bea:weblogic_server:6.1:sp6:win32:*:*:*:*:*:

akk kKK kLK,

cpe:2.3:a:bea:weblogic_server:7.0:*:*:*

akak kR k.

cpe:2.3:a:bea:weblogic_server:7.0:*:express:*:*:*:*:*:

LRk kR k.

cpe:2.3:a:bea:weblogic_server:7.0:*:win32:*:*:*:*:*:

Rk kKR k.

cpe:2.3:a:bea:weblogic_server:7.0:sp1:*: "

Skakakakuk.

cpe:2.3:a:bea:weblogic_server:7.0:sp1:express:*:*:*:*:*:

SRk kKKK,

cpe:2.3:a:bea:weblogic_server:7.0:sp2:*:*:*:**:*:

Skakakakak.

cpe:2.3:a:bea:weblogic_server:7.0:sp2:express:*:*:*:*:*:

Skakakakak.

cpe:2.3:a:bea:weblogic_server:7.0:sp2:win32:*:*:*:*:*:

Sk ok KKk,

cpe:2.3:a:bea:weblogic_server:7.0:sp3:*:*:**:*:*:

Skak kR k.

cpe:2.3:a:bea:weblogic_server:7.0:sp3:win32:*:*:*:*:*:

SRk kL Kk k.

cpe:2.3:a:bea:weblogic_server:7.0:sp4:*: """



R

cpe:2.3:a:bea:weblogic_server:7.0.0.1:*:win32:%:*:*:*:*:;

dkakakkakak.

cpe:2.3:a:bea:weblogic_server:7.0.0.1:sp1:*:":*

ARk kKoK,

cpe:2.3:a:bea:weblogic_server:7.0.0.1:sp2:express:*:*:*:*:*:

ARk kKK,

cpe:2.3:a:bea:weblogic_server:7.0.0.1:sp2:win32:*:*:*:*:*:

ARk kKK,

cpe:2.3:a:bea:weblogic_server:7.0.0.1:sp4:express:*:*:*:*:*:

Kk kKKK Lk,

cpe:2.3:a:bea:weblogic_server:8.1::*:*:*:**:*:

LkakLk kK.

cpe:2.3:a:bea:weblogic_server:8.1:*:express:*:*:*:*:*:

LRk kR k.

cpe:2.3:a:bea:weblogic_server:8.1:*:win32:*:*:*:*:*:

Skakakakak.

cpe:2.3:a:bea:weblogic_server:8.1:sp1:express:*:*:*:*:*:

Skakakukak.

cpe:2.3:a:bea:weblogic_server:8.1:sp1:win32:*:*:*:*:*:

SRk kKKK,

cpe:2.3:a:bea:weblogic_server:8.1:sp2:*:*:*:*:*:*:

Skakakakak.

cpe:2.3:a:bea:weblogic_server:8.1:sp2:express:*:*:*:*:*:

SRk ok Kk k.

cpe:2.3:a:bea:weblogic_server:8.1:sp3:*:*:*:*:*:*:

Skakakakak.

cpe:2.3:a:bea:weblogic_server:8.1:sp3:express:*:*:*:*:*:



dkakakkk,

cpe:2.3:a:bea:weblogic_server:6.0:*:win32:*:*:*:*:*:

ARk LK LKLk Lk,

cpe:2.3:a:bea:weblogic_server:6.0:sp1:*:*:*: %

I

cpe:2.3:a:bea:weblogic_server:6.0:sp1:express:*:*:*:*:*:

Skukkakuk.

cpe:2.3:a:bea:weblogic_server:6.0:sp2:win32:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:a:bea:weblogic_server:6.1:*:*: "

Skakkukuk.

cpe:2.3:a:bea:weblogic_server:6.1:sp1:express:*:*:*:*:*:

Skukakakuk.

cpe:2.3:a:bea:weblogic_server:6.1:sp1:win32:*:*:*:*:*:

SRk kKKK,

cpe:2.3:a:bea:weblogic_server:6.1:sp3:*:*:**:*:*:

Skakakukak.

cpe:2.3:a:bea:weblogic_server:6.1:sp3:express:*:*:*:*:*:

Skakakakak.

cpe:2.3:a:bea:weblogic_server:6.1:sp3:win32:*:*:*:*:*:

SRk kKKK,

cpe:2.3:a:bea:weblogic_server:6.1:sp4:*:*:*:*:*:*:




cpe:2.3:a:bea:weblogic_server:7.0:":*: "

dkkakk ok,

cpe:2.3:a:bea:weblogic_server:7.0:*:express:™:*:*:*:*:

L

cpe:2.3:a:bea:weblogic_server:7.0:*:win32:*:*:*:*:*:

kKKK LKk,

cpe:2.3:a:bea:weblogic_server:7.0:sp1:*:* %

Skakakakuk.

cpe:2.3:a:bea:weblogic_server:7.0:sp1:express:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:bea:weblogic_server:7.0:sp2:*:*:*:*:*:*:

Skukakukuk.

cpe:2.3:a:bea:weblogic_server:7.0:sp2:express:*:*:*:*:*:

Skakkakak.

cpe:2.3:a:bea:weblogic_server:7.0:sp2:win32:*:*:*:*:*:

kKKK k.

cpe:2.3:a:bea:weblogic_server:7.0:sp3:*:**:*:*:*:

Skuk Lk akuk.

cpe:2.3:a:bea:weblogic_server:7.0:sp4:express:*:*:*:*:*:

Skuk Lk kak.

cpe:2.3:a:bea:weblogic_server:7.0:sp4:win32:*:*:*:*:*:

cpe:2.3:a:bea:weblogic_server:7.0.0.1: "

KKk oKLk,

cpe:2.3:a:bea:weblogic_server:7.0.0.1:*:express:*:*:*:*:*:



ak kKKK,

cpe:2.3:a:bea:weblogic_server:7.0.0.1:sp4:express:™:*:*:*:*:

akLk LKLk LK LK LK,

cpe:2.3:a:bea:weblogic_server:8.1:*:*: """

dkakakkk,

cpe:2.3:a:bea:weblogic_server:8.1:*:express:*:*:*:*:*:

dkakakkk,

cpe:2.3:a:bea:weblogic_server:8.1:*:win32:*:*:*:*:*:

Skukakukuk.

cpe:2.3:a:bea:weblogic_server:8.1:sp1:express:*:*:*:*:*:

Skakkakak.

cpe:2.3:a:bea:weblogic_server:8.1:sp1:win32:*:*:*:*:*:

Kk kKKK,

cpe:2.3:a:bea:weblogic_server:8.1:sp2:*:*:*:*:*:*:

Skukkukk.

cpe:2.3:a:bea:weblogic_server:8.1:sp2:express:*:*:*:*:*:

KKk kKK,

cpe:2.3:a:bea:weblogic_server:8.1:sp3:*:*:*:*:*:*:

Skukkukuk.

cpe:2.3:a:bea:weblogic_server:8.1:sp3:express:*:*:*:*:*:

Skukakakak.

cpe:2.3:a:bea:weblogic_server:8.1:sp3:win32:*:*:*:*:*:

SRk kKKK,

cpe:2.3:a:bea:weblogic_server:8.1:sp4:*:*:**:*:*:

Skakakakak.

cpe:2.3:a:bea:weblogic_server:8.1:sp4:win32:*:*:*:*:*:

Sk ok ak ok akakak.

cpe:2.3:a:oracle:weblogic_portal:8.0:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:weblogic_portal:8.0:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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