VE-2005-17
Published on: 07/11/2005 12:00:00 AM UTC
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CVE-2005-1768

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVUACHAUNCIPIAP Certain versions of Linux Kernel from Linux contain the following
: vulnerability:

Race condition in the ia32 compatibility code for the execve system call
in Linux kernel 2.4 before 2.4.31 and 2.6 before 2.6.6 allows local
users to cause a denial of service (kernel panic) and possibly execute
arbitrary code via a concurrent thread that increments a pointer count
after the nargs function has counted the pointers, but before the count
is copied from user space to kernel space, which leads to a buffer overflow.

CVE-2005-1768 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 3.7-LOW

Access Access Authentication
Vector Complexity

[ HIGH | =3
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

rhn.redhat.com | Red Hat Support & REDHAT RHSA-2005:663

'[ Suresec Advisories ] - Linux kernel ia32 compatibility (ia64/x86-64)' ) BUGTRAQ 20050711 [ Suresec
- MARC Advisories | - Linux kernel ia32

compatibility (ia64/x86-64)

Webmail - OVH > VUPEN ADV-2005-1878

Repository / Oval Repository () OVAL oval:org.mitre.oval:def:11117

Secunia - Advisories - SmoothWall Express Update for Multiple Y SECUNIA 19185


https://cve.report/
https://cve.report/CVE-2005-1768/mitre
https://cve.report/CVE-2005-1768/nist
https://cve.report/CVE-2005-1768/cve_org
https://cve.report/CVE-2005-1768.pdf
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.redhat.com/support/errata/RHSA-2005-663.html
http://marc.info/?l=bugtraq&m=112110120216116&w=2
http://www.vupen.com/english/advisories/2005/1878
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11117
https://web.archive.org/web/2005/http://secunia.com/advisories/19185

Packages
Linux Kernel IA32 ExecVE Local Buffer Overflow Vulnerability
Secunia - Advisories - Linux Kernel IA32 Compatibility "execve()"

Buffer Overflow

Debian -- Security Information -- DSA-921-1 kernel-source-2.4.27

Security Announcement

SuSec - Education Information

Secunia - Advisories - Red Hat update for kernel

rhn.redhat.com | Red Hat Support

Secunia - Advisories - Debian update for kernel-source-2.4.27

Security Tracker.com Archives - Linux Kernel Race Condition in ia32

Compatability Code Yields Root Privileges to Local Users

SGI ProPack kernel Multiple Vulnerabilities - Advisories - Secunia

text/html

patches.sgi.com

Inactive Link™ Not Archived

cve.report (archive)
text/html

web.archive.org
text/html

www.debian.org
Depreciated Link
text/html

web.archive.org
text/html
Inactive Link™ Not Archived

:

.suresec.org
application/pdf

web.archive.org
text/html

www.redhat.com
text/html

web.archive.org
text/html

securitytracker.com
text/html

web.archive.org
text/html

) SGI 20060402-01-U

(@ BID 14205

> SECUNIA 15980

(© DEBIAN DSA-921

ot SUSE SUSE-SA:2005:044

8 MISC

www.suresec.org/advisories/adv4.pdf

) SECUNIA 17002

& REDHAT RHSA-2005:551

>{ SECUNIA 18059

(T) SECTRACK 1014442

»{ SECUNIA 19607

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version
Operating Linux Linux Kernel 2.4.0
System

Operating Linux Linux Kernel 2.4.0
System

Operating Linux Linux Kernel 24.0
System

Operating Linux Linux Kernel 2.4.0
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Operating Linux Linux Kernel 24.0

System

Update

All

test1

test10

test11
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All All
All All
All All
All All
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akk LKLk LK Lk,

cpe:2.3:0:linux:linux_kernel:2.4.0:test9:™:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.1:*:*** %"

Ak kKK LKLk Lk,

cpe:2.3:0:linux:linux_kernel:2.4.10:*: "

Ak kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.12:*: %"

Ak kK kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.13:*: "

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.15:* %

akk kKK kLK,

cpe:2.3:0:linux:linux_kernel:2.4.16:*:*:*:*:**:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4. 17

SRk kR k.

cpe:2.3:0:linux:linux_kernel:2.4.18:*:x86:*:*:*:*:*:

Kakuk oKLk k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pret:*:*:*:*:*:*:

KKk kR k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre3:*:*:*:*:*:*:

KRk akak k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pred:*:*:*:*:*:*:

Kk kKRR,

cpe:2.3:0:linux:linux_kernel:2.4.18:pre5:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre6:*:*:*:*:*:*:

Kk kKR uk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre7:*:*:*:*:*:*:

Kk Lk akak k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre8:*:*:*:*:*:*:



cpe:2.3:0:linux:linux_kernel:2.4.2:*:*:***:*:*:

aKK LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:2.4.20:*:*:* """

akakkakakk.

cpe:2.3:0:linux:linux_kernel:2.4.21:pret:**:**:*:*:

akkkokukuk.

cpe:2.3:0:linux:linux_kernel:2.4.21:pred:*:*:*:*:*:*:

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.22:*:*:**:*

Skuk ok k k.

cpe:2.3:0:linux:linux_kernel:2.4.22:pre10:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.23:*:*:**:* "

akakuk ok ukk.

cpe:2.3:0:linux:linux_kernel:2.4.23:pre9Q:*:*:*:*:*:*:

AkakLk kR Rk,

cpe:2.3:0:linux:linux_kernel:2.4.23_ow2:*:*:*:*:**:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.24:*:***:*

Kk koK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.25:* % "

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:2.4.26:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.27:** " "

Kk kR kR,

cpe:2.3:0:linux:linux_kernel:2.4.27:pret :*:*:*:*:*:*:

KKk oKk k.

cpe:2.3:0:linux:linux_kernel:2.4.27:pre2:*:*:*:*:*:*:

Kk koK Rk,

cpe:2.3:0:linux:linux_kernel:2.4.27:pre3:*:*:*:*:*:*:

Kk kKR ak.

cpe:2.3:0:linux:linux_kernel:2.4.27:pre5:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.4.28:*:*:*:*:*:*:*:



akakkakakk.

cpe:2.3:0:linux:linux_kernel:2.4.31:pret:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.0::*:*: " *:*:

akak Lk akakuk.

cpe:2.3:0:linux:linux_kernel:2.6.0:test10:*:*:*:*:*:*:

dkakukakkuk.

cpe:2.3:0:linux:linux_kernel:2.6.0:test11:*:*:*:*:*:*:

kKKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test3:*:*:*:*:*:*:

kKK KLk Lk,

cpe:2.3:0:linux:linux_kernel:2.6.0:test4:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test5:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test7:*:*:*:*:*:*:

kKKK k.

cpe:2.3:0:linux:linux_kernel:2.6.0:test8:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.1:

KKk kR k.

cpe:2.3:0:linux:linux_kernel:2.6.1:rc1:

KKk kR k.

cpe:2.3:0:linux:linux_kernel:2.6.1:rc2:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:*:*:*:*::

cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.4:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.5:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:



kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.0:test2:*:*:*:*:*:*:

kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.0:test3:*:*:*:*:*:*:

kKK kL kLK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test5:*:*:*:*:*:*:

kKK KLk Lk,

cpe:2.3:0:linux:linux_kernel:2.4.0:test6:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test7:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test9:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.1:* % *:**:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.4. 11

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:2.4.12:**:**:*

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.13::*: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.15: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.16:*:*:* "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.4.18:*:*:***:*:*:

Wkak kR k.

cpe:2.3:0:linux:linux_kernel:2.4.18:*:x86:*:*:*:*:*:

Kk kKR ak.

cpe:2.3:0:linux:linux_kernel:2.4.18:pret:*:*:*:*:*:*:

Kk koK akak.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre2:*:*:*:*:*:*:



akakukakakk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pret:*:*:*:*:*:*:

akakukakakk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre2:*:*:*:*:*:*:

dkakkokakuk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pred:*:*:*:*:*:*:

dkakkakukuk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre5:*:*:*:*:*:*:

KRk okukuk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre6:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.2:*:*:***:*:*:

kR kR Rk,

cpe:2.3:0:linux:linux_kernel:2.4.21:pred:**:*:*:*:*:

KRk ok kuk.

cpe:2.3:0:linux:linux_kernel:2.4.21:pre7:*:*:*:*:*:*:

Kk kR kR,

cpe:2.3:0:linux:linux_kernel:2.4.23:pre9:*:*:*:*:*:*:

ARk koK kR k.

cpe:2.3:0:linux:linux_kernel:2.4.23_ow2:*:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.4.26:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.4.27:*:*:* " "



Ak kLKL KKK,

cpe:2.3:0:linux:linux_kernel:2.4.29:*: % *:*:*:*:

Skukakakakak.

cpe:2.3:0:linux:linux_kernel:2.4.29:rc1 % *:*:

Skkakukakak.

cpe:2.3:0:linux:linux_kernel:2.4.29:rc2:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.3:*:*:** """

ARk kLK LK LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.30:*: "

Skukakk k.

cpe:2.3:0:linux:linux_kernel:2.4.30:rc3:*:*:*:*:*:*:

Akakukokakuk.

cpe:2.3:0:linux:linux_kernel:2.4.31:pret:*: " :*:

cpe:2.3:0:linux:linux_kernel:2.6.0:*:*:***:*:*:

kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test1:*:*:*:*:*:*:

dkak Lk akukuk.

cpe:2.3:0:linux:linux_kernel:2.6.0:test10:*:*:*:*:*:*;

Rk kR kak.

cpe:2.3:0:linux:linux_kernel:2.6.0:test11:*:*:*:*:*:*:

kKKK k.

cpe:2.3:0:linux:linux_kernel:2.6.0:test3:*:*:*:*:*:*:

Rk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test4:*:*:*:*:*:*:

SRk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test6:*:*:*:*:*:*:

SRk Lk kKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test7:*:*:*:*:*:*:

SRk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test8:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.1:*:***:**::

Kk KoKk k.

cpe:2.3:0:linux:linux_kernel:2.6.1:rct1:*:* "

rna? Vaclinniveliniiv karnal-D A AN xxkokkkk.



UMY e UV TUAGTT TUA NG IV eV TV o e e e e s

cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.3:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:2.6.4:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.5:*:*: % *:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:**:*:*:

akLk Kk Lk k.

cpe:2.3:0:linux:linux_kernel:2.6.6:rc1:™:*:*:*:

dkkak ok akakk,

cpe:2.3:0:linux:linux_kernel:2.6_test9_cvs:™:":*:*:*:*::

No vendor comments have been submitted for this CVE

«— Previous ID Next ID—
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