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Summary

CVE CVE-2005-1905

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-06-09 04:00:00 UTC

Updated 2016-10-18 03:23:00 UTC

Description The klif.sys driver in Kaspersky Labs Anti-Virus 5.0.227, 5.0.228, and 5.0.335 on Windows 2000 allows local users to gain privileges by modifying certain critical code addresses that are later accessed by privileged programs.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kaspersky Lab Kaspersky Anti-virus 5.0.227 All windows_file_servers All

Application Kaspersky Lab Kaspersky Anti-virus 5.0.228 All windows_file_servers All

Application Kaspersky Lab Kaspersky Anti-virus 5.0.335 All windows_file_servers All

Application Kaspersky Lab Kaspersky Anti-virus 5.0.227 All windows_file_servers All

Application Kaspersky Lab Kaspersky Anti-virus 5.0.228 All windows_file_servers All

Application Kaspersky Lab Kaspersky Anti-virus 5.0.335 All windows_file_servers All

Application Kaspersky Lab Kaspersky Anti-virus Personal 5.0.227 All All All

Application Kaspersky Lab Kaspersky Anti-virus Personal 5.0.228 All All All

Application Kaspersky Lab Kaspersky Anti-virus Personal 5.0.325 All All All

Application Kaspersky Lab Kaspersky Anti-virus Personal 5.0.227 All All All

Application Kaspersky Lab Kaspersky Anti-virus Personal 5.0.228 All All All

Application Kaspersky Lab Kaspersky Anti-virus Personal 5.0.325 All All All
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'Kaspersky AntiVirus "klif.sys" Privilege Escalation Vulnerability' - MARC BUGTRAQ marc.info
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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