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CVE-2005-1920

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACUAUNCRIENAN Certain versions of Kde from Kde contain the following vulnerability:

The (1) Kate and (2) Kwrite applications in KDE KDE 3.2.x through
3.4.0 do not properly set the same permissions on the backup file as
were set on the original file, which could allow local users and possibly
remote attackers to obtain sensitive information.

CVE-2005-1920 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Repository / Oval Repository oval.cisecurity.org ¢ OVAL
text/html oval:org.mitre.oval:def:9434

Debian -- Security Information -- DSA-804-1 kdelibs www.debian.org (© DEBIAN DSA-804

text/html

Gentoo Linux Documentation -- Kile: Incorrect backup file permission security.gentoo.org E3 GENTOO GLSA-200611-21
text/html

CONFIRM
endor Advisory www.kde.org/info/security/advisory-
www.kde.org 20050718-1.xt
text/plain
SecurityTracker.com Archives - KDE Kate/Kwrite May Disclose Backup securitytracker.com () SECTRACK 1014512

Files to Local Users or Remote Authenticated Users text/html
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https://cve.report/CVE-2005-1920.pdf
http://cve.report/software/kde/kde
http://cve.report/vendor/kde
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9434
http://www.debian.org/security/2005/dsa-804
http://security.gentoo.org/glsa/glsa-200611-21.xml
https://cve.report/CVE-2005-1920/7bf1887a
http://securitytracker.com/id?1014512

KDE Kate, KWrite Local Backup File Information Disclosure cve.report (archive) (D) BID 14297

Vulnerability

rhn.redhat.com | Red Hat Support & REDHAT RHSA-2005:612

SecurityFocus (7) FEDORA FLSA:178606

Gentoo update for kile - Advisories - Secunia >{ SECUNIA 23099

'[KDE Security Advisory]: Kate backup file permission leak' - MARC [ marc.info | () BUGTRAQ 20050718 [KDE
Security Advisory]: Kate backup file

permission leak
Security Announcement ot SUSE SUSE-SR:2005:018
Secunia - Advisories - KDE Kate / KWrite Backup File Insecure File web.archive.org Y SECUNIA 16099

Permissions text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Kde Kde 3.2 All All All
System

Operating Kde Kde 3.2.1 All All All
System

Operating Kde Kde 322 All All All
System

Operating Kde Kde 3.23 All All All
System

Operating Kde Kde 3.3 All All All
System

Operating Kde Kde 3.3.1 All All All
System

Operating Kde Kde 3.32 All All All
System

Operating Kde Kde 3.4 All All All
System

Operating Kde Kde 3.4.0 All All All
System

Operating Kde Kde 3.2 All All All

System
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Operating Kde

System

Operating Kde

System

Operating Kde

System

Operating Kde

System

Operating Kde

System

Operating Kde

System

Operating Kde

System

Operating Kde

System
cpe:2.3:0:kde:kde:3.2:
cpe:2.3:0:kde:kde:3.2.1: %
cpe:2.3:0:kde:kde:3.2.2:%;
cpe:2.3:0:kde:kde:3.2.3:*:*F
cpe:2.3:0:kde:kde:3.3:
cpe:2.3:0:kde:kde:3.3.1: 7 F
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No vendor comments have been submitted for this CVE
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