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Certain versions of Serverprotect from Trend Micro contain the
following vulnerability:

Multiple heap-based buffer overflows in (1) isaNVWRequest.dll and (2)
relay.dll in Trend Micro ServerProtect Management Console 5.58 and
earlier, as used in Control Manager 2.5 and 3.0 and Damage Cleanup
Server 1.1, allow remote attackers to execute arbitrary code via
"wrapped" length values in Chunked transfer requests. NOTE: the

original report suggests that the relay.dll issue is related to a problem in which a Microsoft
Foundation Classes (MFC) static library returns invalid values under heavy load. As such, this
might not be a vulnerability in Trend Micro's product.

CVSS2 Score: 7.5 - HIGH
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CVE References

Description Tags Link

[Full-disclosure] iDefense Security Advisory 12.14.05: Trend
Micro ServerProtect relay.dll Chunked Overflow Vulnerability

web.archive.org

text/html

Inactive Link Not Archived

 FULLDISC 20051214 Re: iDefense
Security Advisory 12.14.05: Trend Micro
ServerProtect relay.dll Chunked Overflow
Vulnerability

Webmail : Solution de messagerie professionnelle - OVHcloud-
OVH

Vendor Advisory

www.vupen.com

text/html

 VUPEN ADV-2005-2907

Trend Micro ServerProtect isaNVWRequest.dll Chunked Overflow
- CXSecurity.com

securityreason.com

text/html

 SREASON 257

CVE-2005-1929 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2005-1929/mitre
https://cve.report/CVE-2005-1929/nist
https://cve.report/CVE-2005-1929/cve_org
https://cve.report/CVE-2005-1929.pdf
http://cve.report/software/trend_micro/serverprotect
http://cve.report/vendor/trend_micro
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2005/http://lists.grok.org.uk/pipermail/full-disclosure/2005-December/039978.html
http://www.vupen.com/english/advisories/2005/2907
http://securityreason.com/securityalert/257


← Previous ID Next ID→

- CXSecurity.com text/html

Secunia - Advisories - Trend Micro ServerProtect Multiple
Vulnerabilities

Vendor Advisory

web.archive.org

text/html

 SECUNIA 18038

Trend Micro ServerProtect Relay Heap Overflow Vulnerability cve.report (archive)

text/html

 BID 15866

[Full-disclosure] iDefense Security Advisory 12.14.05: Trend
Micro ServerProtect relay.dll Chunked Overflow Vulnerability

web.archive.org

text/html

Inactive Link Not Archived

 FULLDISC 20051214 Re: iDefense
Security Advisory 12.14.05: Trend Micro
ServerProtect relay.dll Chunked Overflow
Vulnerability

No Description Provided www.osvdb.org

Inactive Link Not Archived

 OSVDB 21771

Trend Micro ServerProtect ISANVWRequest Heap Overflow
Vulnerability

cve.report (archive)

text/html

 BID 15865

Trend Micro ServerProtect relay.dll Chunked Overflow
Vulnerability - CXSecurity.com

securityreason.com

text/html

 SREASON 256

Accenture | Let there be change Vendor Advisory

www.idefense.com

text/html

 IDEFENSE 20051214 Trend Micro
ServerProtect isaNVWRequest.dll Chunked
Overflow

No Description Provided www.osvdb.org

Inactive Link Not Archived

 OSVDB 21772

Trend Micro ServerProtect Buffer Overflows and Other Bugs
Permit Remote Code Execution, Denial of Service, and File
Disclosure - SecurityTracker

securitytracker.com

text/html

 SECTRACK 1015358

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Trend Micro Serverprotect All All emc All

No vendor comments have been submitted for this CVE
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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