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Summary

CVE CVE-2005-1932

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-07-05 04:00:00 UTC

Updated 2008-09-05 20:50:00 UTC

Description Lpanel 1.59 and earlier, and other versions before 1.597, allows remote authenticated users to modify certain critical variables and (1) modify DNS settings for arbitrary domains via the domain parameter to diagnose.php, (2) close, open, or respond to arbitrary support tickets via the close, open, or pid parameter to view_ticket.php, (3) obtain sensitive information on arbitrary invoices via the inv parameter to viewreceipt.php, or (4) modify domain information for arbitrary domains via the editdomain parameter to domains.php.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Lpanel Lpanel 1.59 All All All

Application Lpanel Lpanel 1.593 All All All

Application Lpanel Lpanel 1.594 All All All

Application Lpanel Lpanel 1.596 All All All

Application Lpanel Lpanel 1.59 All All All

Application Lpanel Lpanel 1.593 All All All

Application Lpanel Lpanel 1.594 All All All

Application Lpanel Lpanel 1.596 All All All

References

Reference

[Full-disclosure] Lpanel.NET's Lpanel (all versions up to and including 1.59) is vulnerable in that it allows an attacker to reset the DNS information of any domain name managed by the system.

[Full-disclosure] Lpanel.NET's Lpanel (all versions up to and including 1.59) is vulnerable in that it allows an attacker to respond to any support ticket on the system.

[Full-disclosure] Lpanel.NET's Lpanel (all versions up to and including 1.59) is vulnerable to unauthorized domain management access.

LPanel Multiple Input Validation Vulnerabilities

[Full-disclosure] Lpanel.NET's Lpanel (all versions up to and including 1.59) is vulnerable to the unauthorized viewing of client invoice information.

Secunia - Advisories - Lpanel Multiple Vulnerabilities
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[Full-disclosure] Lpanel.NET's Lpanel (all versions up to and including 1.59) is vulnerable in that it allows an attacker to close any support ticket within the system.

[Full-disclosure] Lpanel.NET's Lpanel (all versions up to and including 1.59) is vulnerable in that it allows an attacker to open any support ticket within the system.

Premium Domain Names for Sale

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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