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CVE-2005-1937

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACHAUNCNIPAN Certain versions of Firefox from Mozilla contain the following
’ vulnerability:

A regression error in Firefox 1.0.3 and Mozilla 1.7.7 allows remote
attackers to inject arbitrary Javascript from one page into the frameset
of another site, aka the frame injection spoofing vulnerability, a re-
introduction of a vulnerability that was originally identified and
addressed by CVE-2004-0718.

CVE-2005-1937 has been assigned by (2 security@debian.org to track the vulnerability

CVSS2 Score: f2i6-LOW
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 1.0.3 All All All
Application Mozilla Firefox 1.0.3 All All All
Application Mozilla Mozilla 1.7.7 All All All
Application Mozilla Mozilla 1.7.7 All All All

rna? Varmanzilla-firafav-1 N QFFxxx 0,


http://www.redhat.com/support/errata/RHSA-2005-586.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10633
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A637
https://web.archive.org/web/2005/http://secunia.com/multiple_browsers_frame_injection_vulnerability_test/
http://cve.report/bid/14242
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A759
http://www.redhat.com/support/errata/RHSA-2005-587.html
http://www.debian.org/security/2005/dsa-777
https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=160202
http://www.vupen.com/english/advisories/2005/1075
http://www.mozilla.org/security/announce/mfsa2005-51.html
https://bugzilla.mozilla.org/show_bug.cgi?id=296850
https://web.archive.org/web/2005/http://www.novell.com/linux/security/advisories/2005_18_sr.html
https://web.archive.org/web/2005/http://secunia.com/advisories/15601
mailto:%20comment@cve.report
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla

U UGt UG G IUA . 1 eUede « e e e e o
cpe:2.3:a:mozilla:firefox:1.0.3:*:* ™"
cpe:2.3:a:mozilla:mozilla:1.7.7:%:*: %"

cpe:2.3:a:xmozilla:mozilla:1.7.7:%:*: %"

No vendor comments have been submitted for this CVE
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