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Summary

CVE CVE-2005-1974

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-06-16 04:00:00 UTC

Updated 2016-10-18 03:23:00 UTC

Description Unspecified vulnerability in Java 2 Platform, Standard Edition (J2SE) 5.0 and 5.0 Update 1 and J2SE 1.4.2 up to 1.4.2_07, as used in multiple products and platforms including (1) HP-UX and (2) APC PowerChute, allows applications to assign permissions to themselves and gain privileges.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sun J2se 1.4.2 All sdk All

Application Sun J2se 1.4.2_01 All sdk All

Application Sun J2se 1.4.2_02 All sdk All

Application Sun J2se 1.4.2_03 All sdk All

Application Sun J2se 1.4.2_04 All sdk All

Application Sun J2se 1.4.2_05 All sdk All

Application Sun J2se 1.4.2_06 All sdk All

Application Sun J2se 1.4.2_07 All sdk All

Application Sun J2se 5.0 All sdk All

Application Sun J2se 5.0_update1 All sdk All

Application Sun J2se 1.4.2 All sdk All

Application Sun J2se 1.4.2_01 All sdk All

Application Sun J2se 1.4.2_02 All sdk All

Application Sun J2se 1.4.2_03 All sdk All

Application Sun J2se 1.4.2_04 All sdk All

Application Sun J2se 1.4.2_05 All sdk All

Application Sun J2se 1.4.2_06 All sdk All
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Application Sun J2se 1.4.2_06 All sdk All

Application Sun J2se 1.4.2_07 All sdk All

Application Sun J2se 5.0 All sdk All

Application Sun J2se 5.0_update1 All sdk All

References

Reference Source Link

Security Announcement SUSE www.novell.com

#101749: Security Vulnerability With Java Runtime Environment May Allow Untrusted Applet to Elevate Privileges SUNALERT sunsolve.sun.com

Sun Java Runtime Environment Unspecified Privilege Escalation Vulnerability BID www.securityfocus.com

nam-en.apc.com/cgi-bin/nam_en.cfg/php/enduser/std_adp.php CONFIRM nam-en.apc.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

'[security bulletin] SSRT051052 rev.1 - HP OpenView Operations and OpenView VantagePoint Java Runtime' - MARC HP marc.info

java-1_4_2-sun-src-1.4.2.08-0.1.i586 RPM CONFIRM rpmfind.net

#101799: Security Vulnerability in JRE Plug-in affects the Sun Java Desktop System for Linux SUNALERT sunsolve.sun.com

Secunia - Advisories - HP OpenView Operations/OpenView VantagePoint JRE Security Bypass SECUNIA secunia.com

SecurityReason - HP-UX Java Runtime Environment (JRE) Untrusted Applet Elevates Privilege SREASON securityreason.com

SecurityTracker.com Archives - APC PowerChute May Install a Vulnerable Version of JRE SECTRACK securitytracker.com

'[security bulletin] SSRT051004 rev.1 - HP-UX Java Runtime Environment (JRE) Untrusted Applet Elevate' - MARC HP marc.info

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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