
CVE-2005-2006
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2005-2006

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-06-17 04:00:00 UTC

Updated 2018-10-19 15:32:00 UTC

Description JBOSS 3.2.2 through 3.2.7 and 4.0.2 allows remote attackers to obtain sensitive information via a GET request (1) with a "%." (percent dot), which reveals the installation path or (2) with a % (percent) before a filename, which reveals the contents of the file.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jboss Jboss 3.2.2 All All All

Application Jboss Jboss 3.2.3 All All All

Application Jboss Jboss 3.2.4 All All All

Application Jboss Jboss 3.2.5 All All All

Application Jboss Jboss 3.2.6 All All All

Application Jboss Jboss 3.2.7 All All All

Application Jboss Jboss 4.0.2 All All All

Application Jboss Jboss 3.2.2 All All All

Application Jboss Jboss 3.2.3 All All All

Application Jboss Jboss 3.2.4 All All All

Application Jboss Jboss 3.2.5 All All All

Application Jboss Jboss 3.2.6 All All All

Application Jboss Jboss 3.2.7 All All All

Application Jboss Jboss 4.0.2 All All All
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Secunia - Advisories - JBoss "org.jboss.web.WebServer" Information Disclosure SECUNIA

JBoss Malformed HTTP Request Remote Information Disclosure Vulnerability BID

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Neohapsis Archives - Full Disclosure List - #0424 - [Full-disclosure] Cisco MARS < 4.2.1 remote compromise FULLDISC

HP Systems Insight Manager JBoss and Directory Traversal - Advisories - Secunia SECUNIA

Secunia - Advisories - SUSE Updates for Multiple Packages SECUNIA

SSRT061108 HP

SecurityTracker.com Archives - HP Insight Manager Directory Traversal Bugs Let Remote Users Obtain Files on the Target System SECTRACK

'JBOSS 3.2.2-3.2.7 / 4.0.2 installation path disclosure / config disclosure' - MARC BUGTRAQ

SecurityFocus BUGTRAQ

SecurityReason - HP Systems Insight Manager Remote Unauthorized Access via Directory Traversal SREASON

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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