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Summary

CVE CVE-2005-2059

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-06-29 04:00:00 UTC

Updated 2025-04-03 01:03:51 UTC

Description Multiple cross-site request forgery (CSRF) vulnerabilities in (1) addaddress.php, (2) toggleignore.php, (3) removeignore.php, and (4) removeaddress.php in Infopop UBB.Threads before 6.5.2 Beta allow remote attackers to modify settings as another user via a link or IMG tag.

Risk And Classification

Primary CVSS: v3.1 6.5 MEDIUM from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N

Problem Types: CWE-352 | n/a

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 6.5 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N

2.0 nvd@nist.gov Primary 5 AV:N/AC:L/Au:N/C:N/I:P/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

Required

Scope

Unchanged

Confidentiality

None

Integrity

High

Availability

https://cve.report/
https://cve.report/CVE-2005-2059/mitre
https://cve.report/CVE-2005-2059/nist
https://cve.report/CVE-2005-2059/cve_org
https://cve.report/api/cve/CVE-2005-2059.json
https://cve.report/CVE-2005-2059.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:N/I:P/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ubbcentral Ubb.threads All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source Link Tags

Contact Support af854a3a-2127-422b-91ae-364da2661108 www.gulftech.org Broken Link, Exploit, Patch, Vendor Advisory

'Infopop UBB Threads Multiple Vulnerabilities' - MARC af854a3a-2127-422b-91ae-364da2661108 marc.info Exploit, Mailing List

PHP forum software since 1997 - UBB.threads af854a3a-2127-422b-91ae-364da2661108 www.ubbcentral.com Broken Link, Patch

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

None

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

None

Integrity

Partial

Availability

None

http://cve.report/vendor/ubbcentral
http://cve.report/software/ubbcentral/ubb.threads
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.gulftech.org/?node=research&article_id=00084-06232005
http://marc.info/?l=bugtraq&m=111963737202040&w=2
http://www.ubbcentral.com/boards/showflat.php/Cat/0/Number/42351/Main/42351/#Post42351
https://www.cve.org/CVERecord?id=CVE-2005-2059
https://nvd.nist.gov/vuln/detail/CVE-2005-2059
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