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CVE CVE-2005-2090
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-07-05 04:00:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description Jakarta Tomcat 5.0.19 (Coyote/1.1) and Tomcat 4.1.24 (Coyote/1.0) allows remote attackers to poison the web cache, byp:

/ ]

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:P/A:N

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:M/Au:N/C:N/I:P/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tomcat 4.1.24 All All All


https://cve.report/
https://cve.report/CVE-2005-2090/mitre
https://cve.report/CVE-2005-2090/nist
https://cve.report/CVE-2005-2090/cve_org
https://cve.report/api/cve/CVE-2005-2090.json
https://cve.report/CVE-2005-2090.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat

Application Apache Tomcat 5.0.19 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

HP-UX update for Apache - Advisories - Secunia

HPSBUX02262 SSRT071447 rev. 1 - HP-UX running Apache, Remote Arbitrary Code Execution, Cross Site Scripting (XSS) - c01178795 - HI
Sun Solaris 9 Tomcat Multiple Vulnerabilities - Advisories - Secunia

Webmail - OVH

SecuriTeam.com ™ - HTTP Request Smuggling

Pony Mail!

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Information - Secunia.com
Repository / Oval Repository

APPLE-SA-2007-07-31 Security Update 2007-007

Webmail - OVH

rhn.redhat.com | Red Hat Support

ASA-2007-206 (RHSA-2007-0326)

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Apache Tomcat® - Apache Tomcat 4.x vulnerabilities

[security-announce] SUSE Security Summary Report SUSE-SR:2008:005

rhn.redhat.com | Red Hat Support

Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia

SecurityFocus

SecurityFocus

Apple Mac OS X 2007-007 Multiple Security Vulnerabilities

This page provides Security Information. : FUJITSU

rhn.redhat.com | Red Hat Support

Webmail - OVH

Interstage Application Server Multiple Vulnerabilities - Advisories - Secunia

Bugtrag: A new whitepaper by Watchfire - HTTP Request Smuggling

[Security-announce] VMSA-2008-0002 Low severity security update for VirtualCenter and ESX Server 3.0.2, and ESX 3.0.1
Pony Mail!

About Security Update 2007-007
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http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://secunia.com/advisories/27037
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?objectID=c01178795
http://secunia.com/advisories/30899
http://www.vupen.com/english/advisories/2007/3087
http://www.securiteam.com/securityreviews/5GP0220G0U.html
https://lists.apache.org/thread.html/29dc6c2b625789e70a9c4756b5a327e6547273ff8bde7e0327af48c5%2540%253Cdev.tomcat.apache.org%253E
http://secunia.com/advisories/29242
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10499
http://lists.apple.com/archives/security-announce//2007/Jul/msg00004.html
http://www.vupen.com/english/advisories/2008/0065
http://www.redhat.com/support/errata/RHSA-2008-0261.html
http://support.avaya.com/elmodocs2/security/ASA-2007-206.htm
http://www.vupen.com/english/advisories/2009/0233
http://tomcat.apache.org/security-4.html
http://lists.opensuse.org/opensuse-security-announce/2008-03/msg00001.html
http://www.redhat.com/support/errata/RHSA-2007-0360.html
http://secunia.com/advisories/26235
http://www.securityfocus.com/archive/1/485938/100/0/threaded
http://www.securityfocus.com/archive/1/500396/100/0/threaded
http://www.securityfocus.com/bid/25159
http://www.fujitsu.com/global/support/software/security/products-f/interstage-200703e.html
http://www.redhat.com/support/errata/RHSA-2007-0327.html
http://www.vupen.com/english/advisories/2008/1979/references
http://secunia.com/advisories/26660
http://seclists.org/lists/bugtraq/2005/Jun/0025.html
http://lists.vmware.com/pipermail/security-announce/2008/000003.html
https://lists.apache.org/thread.html/39ae1f0bd5867c15755a6f959b271ade1aea04ccdc3b2e639dcd903b%2540%253Cdev.tomcat.apache.org%253E
http://docs.info.apple.com/article.html?artnum=306172

SUrnsolve.surl.corr/sedrcriyaocuiteriLao

Friday, January 23, 2009 - Posts - CA Security Response Blog - CA Technologies
Pony Mail!

Apache Tomcat - Apache Tomcat 5 vulnerabilities

Multiple Vendor Multiple HTTP Request Smuggling Vulnerabilities

CA Cohesion Application Configuration Manager Apache Tomcat Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Sec
Sun Solaris 10 Tomcat Multiple Vulnerabilities - Advisories - Secunia

Pony Mail!

Pony Mail!

404 Not Found

VMware ESX Server and VirtualCenter Multiple Security Updates - Advisories - Secunia
Pony Mail!

Pony Mail!

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Apache Tomcat® - Apache Tomcat 6 vulnerabilities

SecurityFocus

Webmail - OVH

Pony Mail!

IBM Software | IBM

SecurityTracker.com Archives - Tomcat May Allow Remote Users to Conduct HTTP Response Smuggling Attacks
Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

CVE Program record

NVD vulnerability detail

1]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings


http://sunsolve.sun.com/search/document.do?assetkey=1-26-239312-1
http://community.ca.com/blogs/casecurityresponseblog/archive/2009/01/23.aspx
https://lists.apache.org/thread.html/b8a1bf18155b552dcf9a928ba808cbadad84c236d85eab3033662cfb%2540%253Cdev.tomcat.apache.org%253E
http://tomcat.apache.org/security-5.html
http://www.securityfocus.com/bid/13873
http://secunia.com/advisories/33668
http://secunia.com/advisories/30908
https://lists.apache.org/thread.html/37220405a377c0182d2afdbc36461c4783b2930fbeae3a17f1333113%2540%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/rb71997f506c6cc8b530dd845c084995a9878098846c7b4eacfae8db3%2540%253Cdev.tomcat.apache.org%253E
http://support.ca.com/irj/portal/anonymous/phpsupcontent?contentID=197540
http://secunia.com/advisories/28365
https://lists.apache.org/thread.html/r587e50b86c1a96ee301f751d50294072d142fd6dc08a8987ae9f3a9b%2540%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/c62b0e3a7bf23342352a5810c640a94b6db69957c5c19db507004d74%2540%253Cdev.tomcat.apache.org%253E
http://www.vupen.com/english/advisories/2007/3386
http://tomcat.apache.org/security-6.html
http://www.securityfocus.com/archive/1/500412/100/0/threaded
http://www.vupen.com/english/advisories/2007/2732
https://lists.apache.org/thread.html/b84ad1258a89de5c9c853c7f2d3ad77e5b8b2930be9e132d5cef6b95%2540%253Cdev.tomcat.apache.org%253E
http://www.watchfire.com/resources/HTTP-Request-Smuggling.pdf
http://securitytracker.com/id?1014365
https://lists.apache.org/thread.html/r03c597a64de790ba42c167efacfa23300c3d6c9fe589ab87fe02859c%2540%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/29dc6c2b625789e70a9c4756b5a327e6547273ff8bde7e0327af48c5@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/b8a1bf18155b552dcf9a928ba808cbadad84c236d85eab3033662cfb@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/c62b0e3a7bf23342352a5810c640a94b6db69957c5c19db507004d74@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/39ae1f0bd5867c15755a6f959b271ade1aea04ccdc3b2e639dcd903b@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/37220405a377c0182d2afdbc36461c4783b2930fbeae3a17f1333113@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/b84ad1258a89de5c9c853c7f2d3ad77e5b8b2930be9e132d5cef6b95@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/r03c597a64de790ba42c167efacfa23300c3d6c9fe589ab87fe02859c@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/rb71997f506c6cc8b530dd845c084995a9878098846c7b4eacfae8db3@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/r587e50b86c1a96ee301f751d50294072d142fd6dc08a8987ae9f3a9b@%253Cdev.tomcat.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2005-2090
https://nvd.nist.gov/vuln/detail/CVE-2005-2090

995580 Java (Maven) Security Update for org.apache.tomcat:tomcat (GHSA-f2gqg-p6qv-ccw4)
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