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AVNAGMAUNCNIPAN Certain versions of Application Server from Oracle contain the
' following vulnerability:

Oracle 9i Application Server (Oracle9iAS) 9.0.2 allows remote
attackers to poison the web cache, bypass web application firewall
protection, and conduct XSS attacks via an HTTP request with both a
"Transfer-Encoding: chunked" header and a Content-Length header,
which causes Application Server to incorrectly handle and forward the
body of the request in a way that causes the receiving server to process it as a separate
HTTP request, aka "HTTP Request Smuggling."

CVE-2005-2093 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~4.3-MEDIUM

Access Access Authentication
Vector Complexity

NETWORK [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

IBM Software | IBM =5 MISC www.watchfire.com/resources/HTTP-Request-
Smuggling.pdf

Bugtrag: A new whitepaper by Watchfire - HTTP I3 BUGTRAQ 20050606 A new whitepaper by Watchfire

Request Smuggling - HTTP Request Smuggling

SecuriTeam.com ™ - HTTP Request Smuggling  [EZEH A MISC
www.securiteam.com/securityreviews/5GP0220G0U.html

IBM X-Force Exchange € XF oracle-applicationserver-hrs(42902)
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https://cve.report/CVE-2005-2093/nist
https://cve.report/CVE-2005-2093/cve_org
https://cve.report/CVE-2005-2093.pdf
http://cve.report/software/oracle/application_server
http://cve.report/vendor/oracle
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://cve.report/CVE-2005-2093/2164375f
http://seclists.org/lists/bugtraq/2005/Jun/0025.html
http://www.securiteam.com/securityreviews/5GP0220G0U.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/42902

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Oracle Application Server 9.0.2 All All All
Application Oracle Application Server 9.0.2 All All All

cpe:2.3:a:oracle:application_server:9.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:application_server:9.0.2:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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