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Summary

CVE CVE-2005-2103

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-08-16 04:00:00 UTC

Updated 2024-02-02 15:02:00 UTC

Description Buffer overflow in the AIM and ICQ module in Gaim before 1.5.0 allows remote attackers to cause a denial of service (application crash) and possibly execute arbitrary code via an away message with a large number of AIM substitution strings, such as %t or %n.

Risk And Classification

Problem Types: CWE-131

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gaim Project Gaim All All All All

Application Rob Flynn Gaim 0.10 All All All

Application Rob Flynn Gaim 0.10.3 All All All

Application Rob Flynn Gaim 0.50 All All All

Application Rob Flynn Gaim 0.51 All All All

Application Rob Flynn Gaim 0.52 All All All

Application Rob Flynn Gaim 0.53 All All All

Application Rob Flynn Gaim 0.54 All All All

Application Rob Flynn Gaim 0.55 All All All

Application Rob Flynn Gaim 0.56 All All All

Application Rob Flynn Gaim 0.57 All All All

Application Rob Flynn Gaim 0.58 All All All

Application Rob Flynn Gaim 0.59 All All All

Application Rob Flynn Gaim 0.59.1 All All All

Application Rob Flynn Gaim 0.60 All All All

Application Rob Flynn Gaim 0.61 All All All

Application Rob Flynn Gaim 0.62 All All All

https://cve.report/
https://cve.report/CVE-2005-2103/mitre
https://cve.report/CVE-2005-2103/nist
https://cve.report/CVE-2005-2103/cve_org
https://cve.report/CVE-2005-2103.pdf
http://cve.report/vendor/gaim_project
http://cve.report/software/gaim_project/gaim
http://cve.report/vendor/rob_flynn
http://cve.report/software/rob_flynn/gaim
http://cve.report/vendor/rob_flynn
http://cve.report/software/rob_flynn/gaim
http://cve.report/vendor/rob_flynn
http://cve.report/software/rob_flynn/gaim
http://cve.report/vendor/rob_flynn
http://cve.report/software/rob_flynn/gaim
http://cve.report/vendor/rob_flynn
http://cve.report/software/rob_flynn/gaim
http://cve.report/vendor/rob_flynn
http://cve.report/software/rob_flynn/gaim
http://cve.report/vendor/rob_flynn
http://cve.report/software/rob_flynn/gaim
http://cve.report/vendor/rob_flynn
http://cve.report/software/rob_flynn/gaim
http://cve.report/vendor/rob_flynn
http://cve.report/software/rob_flynn/gaim
http://cve.report/vendor/rob_flynn
http://cve.report/software/rob_flynn/gaim
http://cve.report/vendor/rob_flynn
http://cve.report/software/rob_flynn/gaim
http://cve.report/vendor/rob_flynn
http://cve.report/software/rob_flynn/gaim
http://cve.report/vendor/rob_flynn
http://cve.report/software/rob_flynn/gaim
http://cve.report/vendor/rob_flynn
http://cve.report/software/rob_flynn/gaim
http://cve.report/vendor/rob_flynn
http://cve.report/software/rob_flynn/gaim
http://cve.report/vendor/rob_flynn
http://cve.report/software/rob_flynn/gaim


Application Rob Flynn Gaim 0.62 All All All

Application Rob Flynn Gaim 0.63 All All All

Application Rob Flynn Gaim 0.64 All All All

Application Rob Flynn Gaim 0.65 All All All

Application Rob Flynn Gaim 0.66 All All All

Application Rob Flynn Gaim 0.67 All All All

Application Rob Flynn Gaim 0.68 All All All

Application Rob Flynn Gaim 0.69 All All All

Application Rob Flynn Gaim 0.70 All All All

Application Rob Flynn Gaim 0.71 All All All

Application Rob Flynn Gaim 0.72 All All All

Application Rob Flynn Gaim 0.73 All All All

Application Rob Flynn Gaim 0.74 All All All

Application Rob Flynn Gaim 0.75 All All All

Application Rob Flynn Gaim 0.76 All All All

Application Rob Flynn Gaim 0.77 All All All

Application Rob Flynn Gaim 0.78 All All All

Application Rob Flynn Gaim 0.79 All All All

Application Rob Flynn Gaim 0.80 All All All

Application Rob Flynn Gaim 0.81 All All All

Application Rob Flynn Gaim 0.82 All All All

Application Rob Flynn Gaim 0.82.1 All All All

Application Rob Flynn Gaim 1.0 All All All

Application Rob Flynn Gaim 1.0.0 All All All

Application Rob Flynn Gaim 1.0.1 All All All

Application Rob Flynn Gaim 1.0.2 All All All

Application Rob Flynn Gaim 1.0.3 All All All

Application Rob Flynn Gaim 1.1.0 All All All

Application Rob Flynn Gaim 1.1.1 All All All

Application Rob Flynn Gaim 1.1.2 All All All

Application Rob Flynn Gaim 1.1.3 All All All

Application Rob Flynn Gaim 1.1.4 All All All

Application Rob Flynn Gaim 1.2.0 All All All

Application Rob Flynn Gaim 1.2.1 All All All

Application Rob Flynn Gaim 1.3.0 All All All

Application Rob Flynn Gaim 1.3.1 All All All
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Application Rob Flynn Gaim 1.4.0 All All All

Application Rob Flynn Gaim 0.10 All All All

Application Rob Flynn Gaim 0.10.3 All All All

Application Rob Flynn Gaim 0.50 All All All

Application Rob Flynn Gaim 0.51 All All All

Application Rob Flynn Gaim 0.52 All All All

Application Rob Flynn Gaim 0.53 All All All

Application Rob Flynn Gaim 0.54 All All All

Application Rob Flynn Gaim 0.55 All All All

Application Rob Flynn Gaim 0.56 All All All

Application Rob Flynn Gaim 0.57 All All All

Application Rob Flynn Gaim 0.58 All All All

Application Rob Flynn Gaim 0.59 All All All

Application Rob Flynn Gaim 0.59.1 All All All

Application Rob Flynn Gaim 0.60 All All All

Application Rob Flynn Gaim 0.61 All All All

Application Rob Flynn Gaim 0.62 All All All

Application Rob Flynn Gaim 0.63 All All All

Application Rob Flynn Gaim 0.64 All All All

Application Rob Flynn Gaim 0.65 All All All

Application Rob Flynn Gaim 0.66 All All All

Application Rob Flynn Gaim 0.67 All All All

Application Rob Flynn Gaim 0.68 All All All

Application Rob Flynn Gaim 0.69 All All All

Application Rob Flynn Gaim 0.70 All All All

Application Rob Flynn Gaim 0.71 All All All

Application Rob Flynn Gaim 0.72 All All All

Application Rob Flynn Gaim 0.73 All All All

Application Rob Flynn Gaim 0.74 All All All

Application Rob Flynn Gaim 0.75 All All All

Application Rob Flynn Gaim 0.76 All All All

Application Rob Flynn Gaim 0.77 All All All

Application Rob Flynn Gaim 0.78 All All All

Application Rob Flynn Gaim 0.79 All All All

Application Rob Flynn Gaim 0.80 All All All

Application Rob Flynn Gaim 0.81 All All All
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Application Rob Flynn Gaim 0.81 All All All

Application Rob Flynn Gaim 0.82 All All All

Application Rob Flynn Gaim 0.82.1 All All All

Application Rob Flynn Gaim 1.0 All All All

Application Rob Flynn Gaim 1.0.0 All All All

Application Rob Flynn Gaim 1.0.1 All All All

Application Rob Flynn Gaim 1.0.2 All All All

Application Rob Flynn Gaim 1.0.3 All All All

Application Rob Flynn Gaim 1.1.0 All All All

Application Rob Flynn Gaim 1.1.1 All All All

Application Rob Flynn Gaim 1.1.2 All All All

Application Rob Flynn Gaim 1.1.3 All All All

Application Rob Flynn Gaim 1.1.4 All All All

Application Rob Flynn Gaim 1.2.0 All All All

Application Rob Flynn Gaim 1.2.1 All All All

Application Rob Flynn Gaim 1.3.0 All All All

Application Rob Flynn Gaim 1.3.1 All All All

Application Rob Flynn Gaim 1.4.0 All All All

References

Reference Source Link Tags

Security Issues - Gaim CONFIRM gaim.sourceforge.net

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

SecurityFocus FEDORA www.securityfocus.com

Gaim AIM/ICQ Protocols Multiple Vulnerabilities BID www.securityfocus.com

Repository / Oval Repository OVAL oval.cisecurity.org

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

Security Announcement SUSE www.novell.com

USN-168-1: Gaim vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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