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AVNAGHAUNCNIPAN Certain versions of le from Microsoft contain the following vulnerability:

The FTP client in Windows XP SP1 and Server 2003, and Internet
Explorer 6 SP1 on Windows 2000 SP4, when "Enable Folder View for
FTP Sites" is enabled and the user manually initiates a file transfer,
allows user-assisted, remote FTP servers to overwrite files in arbitrary
locations via crafted filenames.

CVE-2005-2126 has been assigned by g¥ secure@microsoft.com to track the vulnerability

CVSS2 Score: f2i6-LOW

Access Access Authentication
Vector Complexity

HicH ] [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References
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US Government Resource
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SecuriTeam.com ™ - Windows FTP Client Allows File m A MISC
Transfer Location Tampering (MS05-044) www.securiteam.com/windowsntfocus/6MOOIOKEAU. html
© CONFIRM
support.avaya.com/elmodocs2/security/ASA-2005-
214.pdf

Secunia - Advisories - Microsoft Windows FTP Client

Filename Validation Vulnerability Vendor Advisory
web.archive.org
text/html

Y SECUNIA 17163

Security Tracker.com Archives - Microsoft Windows securitytracker.com 7) SECTRACK 1015036
FTP Client Input Validation Hole Lets Remote Servers
Create/Overwrite Files on the Target User's System

Secunia - Advisories - Nortel Centrex IP Client Y SECUNIA 17223
Manager Multiple Vulnerabilities

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Microsoft le 6.0 spi All All
Application Microsoft le 6.0 spl All All
Operating Microsoft Windows 2000 All sp4 All fr
System

Operating Microsoft Windows 2000 All sp4 All fr
System

Operating Microsoft Windows 2003 Server r2 All All All
System

Operating Microsoft Windows 2003 Server r2 All All All
System

Operating Microsoft Windows Xp All sp1 tablet_pc All
System

Operating Microsoft Windows Xp All sp1 tablet_pc All
System
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No vendor comments have been submitted for this CVE
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