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Summary

CVE CVE-2005-2136

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-07-05 04:00:00 UTC

Updated 2023-04-25 17:27:00 UTC

Description Raritan Dominion SX (DSX) Console Servers DSX16, DSX32, DSX4, DSX8, and DSXA-48 set (1) world-readable permissions for /etc/shadow and (2) world-writable permissions for /bin/busybox, which allows local users to obtain hashed passwords or execute arbitrary code as other users.

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Raritan Dominion sx16 All All All

Hardware Raritan Dominion sx32 All All All

Hardware Raritan Dominion sx32_2.4.6_firmware All All All

Hardware Raritan Dominion sx4 All All All

Hardware Raritan Dominion sx8 All All All

Hardware Raritan Dominion sxa-48 All All All

Hardware Raritan Dominion sx16 All All All

Hardware Raritan Dominion sx32 All All All

Hardware Raritan Dominion sx32_2.4.6_firmware All All All

Hardware Raritan Dominion sx4 All All All

Hardware Raritan Dominion sx8 All All All

Hardware Raritan Dominion sxa-48 All All All

Hardware Raritan Dominion Sx16 - All All All

Operating System Raritan Dominion Sx16 Firmware - All All All

Hardware Raritan Dominion Sx32 - All All All

Operating System Raritan Dominion Sx32 Firmware 2.4.6 All All All

Hardware Raritan Dominion Sx4 - All All All
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Hardware Raritan Dominion Sx4 - All All All

Operating System Raritan Dominion Sx4 Firmware - All All All

Hardware Raritan Dominion Sx8 - All All All

Operating System Raritan Dominion Sx8 Firmware - All All All

Hardware Raritan Dominion Sxa-48 - All All All

Operating System Raritan Dominion Sxa-48 Firmware - All All All

References

Reference Source Link Tags

Raritan Dominion SX Multiple Vulnerabilities BID www.securityfocus.com

Dominion SX Insecure File Permission Security Issues - Advisories - Secunia SECUNIA secunia.com Patch, Vendor Advisory

Bugtraq: Access right escalation / severe permission problems on Raritan Console Servers BUGTRAQ seclists.org Exploit, Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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