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Summary

CVE CVE-2005-2148

State PUBLIC

Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-07-06 04:00:00 UTC

Updated 2017-07-11 01:32:00 UTC

Description Cacti 0.8.6e and earlier does not perform proper input validation to protect against common attacks, which allows remote attackers to execute arbitrary commands or SQL by sending a legitimate value in a POST request or cookie, then specifying the attack string in the URL, which causes the get_request_var function to return the wrong value in the $_REQUEST variable, which is cleansed while the original malicious $_GET value remains unmodified, as demonstrated in (1) graph_image.php and (2) graph.php.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application The Cacti Group Cacti 0.8 All All All

Application The Cacti Group Cacti 0.8.1 All All All

Application The Cacti Group Cacti 0.8.2 All All All

Application The Cacti Group Cacti 0.8.2a All All All

Application The Cacti Group Cacti 0.8.3 All All All

Application The Cacti Group Cacti 0.8.3a All All All

Application The Cacti Group Cacti 0.8.4 All All All

Application The Cacti Group Cacti 0.8.5 All All All

Application The Cacti Group Cacti 0.8.5a All All All

Application The Cacti Group Cacti 0.8.6 All All All

Application The Cacti Group Cacti 0.8.6a All All All

Application The Cacti Group Cacti 0.8.6b All All All

Application The Cacti Group Cacti 0.8.6c All All All

Application The Cacti Group Cacti 0.8.6d All All All

Application The Cacti Group Cacti 0.8.6e All All All

Application The Cacti Group Cacti 0.8 All All All

Application The Cacti Group Cacti 0.8.1 All All All
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Application The Cacti Group Cacti 0.8.1 All All All

Application The Cacti Group Cacti 0.8.2 All All All

Application The Cacti Group Cacti 0.8.2a All All All

Application The Cacti Group Cacti 0.8.3 All All All

Application The Cacti Group Cacti 0.8.3a All All All

Application The Cacti Group Cacti 0.8.4 All All All

Application The Cacti Group Cacti 0.8.5 All All All

Application The Cacti Group Cacti 0.8.5a All All All

Application The Cacti Group Cacti 0.8.6 All All All

Application The Cacti Group Cacti 0.8.6a All All All

Application The Cacti Group Cacti 0.8.6b All All All

Application The Cacti Group Cacti 0.8.6c All All All

Application The Cacti Group Cacti 0.8.6d All All All

Application The Cacti Group Cacti 0.8.6e All All All
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IBM X-Force Exchange

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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