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CVE CVE-2005-2181
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback
Published 2005-07-11 04:00:00 UTC
Updated 2025-04-03 01:03:51 UTC

Description Cisco 7940/7960 Voice over IP (VolP) phones do not properly check the Call-ID, branch, and tag values in a NOTIFY mess

/ |

Risk And Classification

Primary CVSS: v3.1 7.5 HIGH from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N

Problem Types: CWE-347 | n/a

Version Source Type Score Severity Vector
3.1 nvd@nist.gov Primary 75 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N
2.0 nvd@nist.gov Primary 5 AV:N/AC:L/Au:N/C:N/I:P/A:N

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

Low

)
=
=

eges Required

Jser Interaction

3cope

Unchanged

Sonfidentiality

>
=
(0]
«Q
=
—
<

\vailability


https://cve.report/
https://cve.report/CVE-2005-2181/mitre
https://cve.report/CVE-2005-2181/nist
https://cve.report/CVE-2005-2181/cve_org
https://cve.report/api/cve/CVE-2005-2181.json
https://cve.report/CVE-2005-2181.pdf

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product

Hardware Cisco Ip Phone 7940
Operating System Cisco Ip Phone 7940 Firmware
Hardware Cisco Ip Phone 7960
Operating System Cisco Ip Phone 7960 Firmware

Version Update Edition Language
- All All All
- All All All
- All All All
- All All All

Vendor Declared Affected Products

Source Vendor Product

CNA Na N/a

Version

affected n/a

Platforms

Not specified

References

Reference

'VolP-Phones: Weakness in proccessing SIP-Notify-Messages' - MARC

IBM X-Force Exchange
404 Not Found
CVE Program record

NVD vulnerability detail

1

Source

af854a3a-2127-422b-91ae-364d

SecurityTracker.com Archives - Cisco 7940/7960 Lets Remote Users Spoof SIP-Notify-Messages Packets af854a3a-2127-422b-91ae-364d

af854a3a-2127-422b-91ae-364d
af854a3a-2127-422b-91ae-364d
CVE.ORG

NVD

R e A B A R AR A |


http://cve.report/vendor/cisco
http://cve.report/software/cisco/ip_phone_7940
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ip_phone_7940_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ip_phone_7960
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ip_phone_7960_firmware
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://marc.info/?l=bugtraq&m=112067698624686&w=2
http://www.securitytracker.com/alerts/2005/Jul/1014406.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/21260
http://pentest.tele-consulting.com/advisories/05_07_06_voip-phones.txt
https://www.cve.org/CVERecord?id=CVE-2005-2181
https://nvd.nist.gov/vuln/detail/CVE-2005-2181

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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