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Certain versions of Budgetone from Grandstream contain the following
vulnerability:

Grandstream BudgeTone (BT) 100 Voice over IP (VoIP) phones do not
properly check the Call-ID, branch, and tag values in a NOTIFY
message to verify a subscription, which allows remote attackers to
spoof messages such as the "Messages waiting" message.

CVSS2 Score: 5 - MEDIUM
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CVE References

Description Tags Link

BudgeTone SIP Phone Lets Remote Users Spoof SIP-Notify-
Messages Packets - SecurityTracker

www.securitytracker.com

text/html

 SECTRACK 1014407

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF sip-notify-message-spoof(21260)

'VoIP-Phones: Weakness in proccessing SIP-Notify-
Messages' - MARC

marc.info

text/html

 BUGTRAQ 20050706 VoIP-Phones:
Weakness in proccessing SIP-Notify-
Messages

404 Not Found Vendor Advisory

pentest.tele-consulting.com

text/plain

Inactive Link Not Archived

 MISC pentest.tele-
consulting.com/advisories/05_07_06_voip-
phones.txt

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
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https://cve.report/CVE-2005-2182/nist
https://cve.report/CVE-2005-2182/cve_org
https://cve.report/CVE-2005-2182.pdf
http://cve.report/software/grandstream/budgetone
http://cve.report/vendor/grandstream
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.securitytracker.com/alerts/2005/Jul/1014407.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/21260
http://marc.info/?l=bugtraq&m=112067698624686&w=2
https://cve.report/CVE-2005-2182/b965910a
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would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Hardware Grandstream Budgetone 100 All All All

Hardware Grandstream Budgetone 100 All All All

No vendor comments have been submitted for this CVE
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