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CVE CVE-2005-2337
State PUBLISHED
Assigner certcc

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-10-07 23:02:00 UTC
Updated 2025-04-03 01:03:51 UTC

Description Ruby 1.6.x up to 1.6.8, 1.8.x up to 1.8.2, and 1.9.0 development up to 2005-09-01 allows attackers to bypass safe level anc

/ |

Risk And Classification

Primary CVSS: v2.0 7.5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:P

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication
Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:P/I:P/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Yukihiro Matsumoto Ruby 16 Al Al All


https://cve.report/
https://cve.report/CVE-2005-2337/mitre
https://cve.report/CVE-2005-2337/nist
https://cve.report/CVE-2005-2337/cve_org
https://cve.report/api/cve/CVE-2005-2337.json
https://cve.report/CVE-2005-2337.pdf
http://cve.report/vendor/yukihiro_matsumoto
http://cve.report/software/yukihiro_matsumoto/ruby

Application Yukihiro Matsumoto Ruby 1.6.1 All
Application Yukihiro Matsumoto Ruby 1.6.2 All
Application Yukihiro Matsumoto Ruby 1.6.3 All
Application Yukihiro Matsumoto Ruby 1.6.4 All
Application Yukihiro Matsumoto Ruby 1.6.5 All
Application Yukihiro Matsumoto Ruby 1.6.6 All
Application Yukihiro Matsumoto Ruby 1.6.7 All
Application Yukihiro Matsumoto Ruby 1.8 All
Application Yukihiro Matsumoto Ruby 1.8.1 All
Application Yukihiro Matsumoto Ruby 1.8.2_prel All
Application Yukihiro Matsumoto Ruby 1.8.2_pre2 All

Vendor Declared Affected Products

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference
US-CERT Vulnerability Note VU#160012

Secunia - Advisories - Mandriva update for ruby

JVUN#62914675: Ruby ICHELTE—T LAV 4 NMBY FIRy 7 X & UTHEE LR\ AESSHE
SecurityReason - Ruby: Security bypass vulnerability

Gentoo Linux Documentation -- Ruby: Security bypass vulnerability

usn/usn-195-1 - Ubuntu Linux

Debian -- Security Information -- DSA-862-1 ruby1.6

Ruby Safe-Level Security Bypass and Server Classes Denial of Service - Advisories - Secunia
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Security Tracker.com Archives - Ruby State Error May Let Users Bypass Safe Level Restrictions
Debian -- Security Information -- DSA-864-1 ruby1.8

Secunia - Advisories - Debian update for ruby

Security Announcement

Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia

Repository / Oval Repository

Secunia - Advisories - Gentoo update for ruby

Apple Mac OS X Security Update 2006-003 Multiple Vulnerabilities

[ YO PO Y DU o WU o YN RO POy | | UG JURGSY Sy S DOy S S

US-CERT Technical Cyber Security Alert TA06-132A -- Apple Mac Products Affected by Multiple Vulnerabilities
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Secunia - Advisories - Red Hat update for ruby

Advisories - Mandriva

APPLE-SA-2006-05-11 Security Update 2006-003

Secunia - Advisories - Ubuntu update for ruby1.8

Debian -- Security Information -- DSA-860-1 ruby

SUSE Updates for Multiple Packages - Advisories - Secunia
IBM X-Force Exchange

rhn.redhat.com | Red Hat Support

Yukihiro Matsumoto Ruby SAFE Level Restriction Bypass Vulnerability
MISC:http://jvn.jp/jp/JVN%2362914675/index.html

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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