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CVE-2005-2392

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCNIPAN Certain versions of Cms Made Simple from Cmsmadesimple contain
the following vulnerability:

Cross-site scripting (XSS) vulnerability in index.php for CMSimple 2.4
and earlier allows remote attackers to inject arbitrary web script or
HTML via the search parameter in the search function.

CVE-2005-2392 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 4.3-MEDIUM

Access Access Authentication
Vector Complexity

[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

SecurityFocus () BUGTRAQ 20060803 CMSimple
text/html Cross Site Scripting

CMSimple Index.PHP Search Cross-Site Scripting Vulnerability [ Patch | (D) BID 14346

CMSimple Input Validation Hole in 'index.php' in 'search’ Parameter  [[ZAE1) ) SECTRACK 1014556

Permits Cross-Site Scripting Attacks - Security Tracker

CMSimple "search" Cross-Site Scripting Vulnerability - Advisories - Y SECUNIA 16147

Seounia

404 Not Found [ Patch | () CONFIRM

www.cmsimple.dk/forum/viewtopic.oho?


https://cve.report/
https://cve.report/CVE-2005-2392/mitre
https://cve.report/CVE-2005-2392/nist
https://cve.report/CVE-2005-2392/cve_org
https://cve.report/CVE-2005-2392.pdf
http://cve.report/software/cmsmadesimple/cms_made_simple
http://cve.report/vendor/cmsmadesimple
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.securityfocus.com/archive/1/442106/100/100/threaded
http://cve.report/bid/14346
http://securitytracker.com/id?1014556
https://web.archive.org/web/2005/http://secunia.com/advisories/16147
https://web.archive.org/web/2005/http://www.cmsimple.dk/forum/viewtopic.php?t=2470

404 Not Found

Lostmon’s Blogger: CMSimple 'search' variable XSS

L ]

t-2470

© MISC www.aria-

security.net/advisory/cmsimple.txt

X Misc

lostmon.blogspot.com/2005/07/cmsimple-
search-variable-xss.html

() OSVDB 18128

Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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Application Cmsmadesimple Cms Made Simple 2.4 beta All All All
Application Cmsmadesimple Cms Made Simple beta_1 All All All

Application Cmsmadesimple Cms Made Simple beta_2 All All All

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.0:*:*:*: %"

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.1:%: "

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.2:%:*:*: "

dkkakkkak.

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.3:betal:*:*:*:*:*:*:

dkkakkukuk.

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.3:beta2:*:*:*:*:*:*:

dkkakkkak.

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.0:betal:*:*:*:*:*:*:

dkkakkkuk.

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.0:beta2:*:*:*:*:*:*:

dkkakkukuk.

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.0:betad:*:*:*:*:*:*:

Ak kKKK LKLk,

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.1:*:*:*: "

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.2:*:*:*:*:*:*:*:

dkakkkakuk.

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.2:betal:*:*:*:*:*:*:

dkakkakkuk.

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.2:beta3:*:*:*:*:*:*:

Lk Lk uk Lk akuk.

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.2:betad:*:*:*:*:*:*:

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.3:*:

LRk kR akuk,

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.3:betat:*:*:*:*:*:*:

LRk kR kuk,

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.3:beta3:*:*:*:*:*:*:

Lkuk kR akak,

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.3:betad:*:*:*:*:*:*:

kK kR akak,

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.3:beta5:*:*:*:*:*:*:

kR kR akak,

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.4:betat:*:*:*:*:*:*:
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cpe:2.3:a:cmsmadesimple:cms_made_simple:1.0:%:*:*: % "

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.1:%: "

B R

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.2:%:*:*: "

dkkakakkak.

cpe:2.3:a:cmsmadesimple:cms_made_simple:1.3:beta2:*:*:*:*:*:*:

dkkakakukuk.

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.0:betal:*:*:*:*:*:*:

dkakak Lk ukuk.

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.0:beta3:*:*:*:*:*:*:

dkak Lk kkuk.

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.0:betad:*:*:*:*:*:*:

Ak kK kKKK,

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.1:*:*:*: "

kKK kKKK,

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.2:*:*:*:*:*:*:*:

dkakukkkuk.

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.2:betal:*:*:*:*:*:*:

dkak Lk akakuk.

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.2:beta2:*:*:*:*:*:*:

LRk kR akuk.

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.2:betad:*:*:*:*:*:*:

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.3:*:

LRk kR akuk.

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.3:betat:*:*:*:*:*:*:

LRk kR kuk,

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.3:beta3:*:*:*:*:*:*:

LRk kR akuk,

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.3:betad:*:*:*:*:*:*:

LRk kR akak,

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.4:betat:*:*:*:*:*:*:

dkakakak ok ak,

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.4:beta2:*:*:*:*:*:*:

dkak kR ok ak,

cpe:2.3:a:cmsmadesimple:cms_made_simple:2.4:beta3:*:*:*:*:*:*:

cne'? 3'a'cmamadesimnle'cms made simnla? 4-hata[-*-*-*-*-*-*-
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No vendor comments have been submitted for this CVE
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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