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Certain versions of Firefox from Mozilla contain the following
vulnerability:

Mozilla Firefox 1.0.4 and 1.0.5 does not choose the challenge with the
strongest authentication scheme available as required by RFC2617,
which might cause credentials to be sent in plaintext even if an
encrypted channel is available.
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leak bug report to excuse myself (Re[2]: NTLM HTTP
Authentication is insecure by design - a new writeup
by Amit Klein)

281851 – (httpauthorder) CVE-2005-2395 Wrong
scheme used when server offers both Basic and
Digest auth [rfc2617 obsoletes rfc2068]

bugzilla.mozilla.org

text/html

 MISC bugzilla.mozilla.org/show_bug.cgi?id=281851

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 1.0.4 All All All

Application Mozilla Firefox 1.0.5 All All All

Application Mozilla Firefox 1.0.4 All All All

Application Mozilla Firefox 1.0.5 All All All

No vendor comments have been submitted for this CVE
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