VE-2005-24
Published on: 08/22/2005 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:27:28 PM UTC

CVE-2005-2459

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCNINAP Certain versions of Debian Linux from Debian contain the following
’ vulnerability:

The huft_build function in inflate.c in the zlib routines in the Linux kernel
before 2.6.12.5 returns the wrong value, which allows remote attackers
to cause a denial of service (kernel crash) via a certain compressed file
that leads to a null pointer dereference, a different vulnerability than
CVE-2005-2458.

CVE-2005-2459 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Security Announcement Broken Link ot SUSE SUSE-SA:2005:050
web.archive.org
text/html

Not Archived

Secunia - Advisories - Linux Kernel Multiple Denial of Service { SECUNIA 16355

Vulnerabilities Third Party Advisory

SecurityFocus www.securityfocus.com ) SUSE SUSE-SA:2005:068

Advisories - Mandriva Linux www.mandriva.com & MANDRAKE MDKSA-2005:219
text/html



https://cve.report/
https://cve.report/CVE-2005-2459/mitre
https://cve.report/CVE-2005-2459/nist
https://cve.report/CVE-2005-2459/cve_org
https://cve.report/CVE-2005-2459.pdf
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2005/http://www.novell.com/linux/security/advisories/2005_50_kernel.html
https://web.archive.org/web/2005/http://secunia.com/advisories/16355/
http://www.securityfocus.com/archive/1/419522/100/0/threaded
http://www.mandriva.com/security/advisories?name=MDKSA-2005:219

Debian -- Security Information -- DSA-922-1 kernel-source-
2.6.8

Debian -- Security Information -- DSA-921-1 kernel-source-
2.4.27

Linux Kernel ZLib Local Null Pointer Dereference Denial of
Service Vulnerability

USN-169-1: Linux kernel vulnerabilities | Ubuntu security
notices

Advisories - Mandriva Linux

Secunia - Advisories - Ubuntu update for kernel

Secunia - Advisories - Debian update for kernel-source-2.4.27

Secunia - Advisories - SUSE update for kernel

Gentoo Bug 94584 - app-arch/gzip: crash on bad input

Secunia - Advisories - Mandriva update for kernel

Secunia - Advisories - Debian update for kernel-source-2.6.8

Third Party Advisory
www.debian.org
Depreciated Link
text/html

Third Party Advisory
www.debian.org
Depreciated Link
text/html

Third Party Advisory
VDB Entry
cve.report (archive)
text/html

text/html

Vendor Advisory

text/plain

www.mandriva.com
text/html

Permissions Required
Third Party Advisory
web.archive.org
text/html

Permissions Required
Third Party Advisory
web.archive.org
text/html

Permissions Required
Third Party Advisory
web.archive.org
text/html

Third Party Advisory
bugs.gentoo.org
text/html

Permissions Required
Third Party Advisory
web.archive.org
text/html

Permissions Required
Third Party Advisory
web.archive.org
text/html

=
o
<
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o
]
<

(© DEBIAN DSA-922

(@ DEBIAN DSA-921

) BID 14720

@® UBUNTU USN-169-1

5 CONFIRM
kernel.org/pub/linux/kernel/v2.6/Changelog-
2.6.125

& MANDRAKE MDKSA-2005:220

»{ SECUNIA 16500

> SECUNIA 18059

{ SECUNIA 17918

E3 MISC bugs.gentoo.org/show_bug.cgi?
id=94584

{ SECUNIA 17826

> SECUNIA 18056

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)


http://www.debian.org/security/2005/dsa-922
http://www.debian.org/security/2005/dsa-921
http://cve.report/bid/14720
https://usn.ubuntu.com/169-1/
https://cve.report/CVE-2005-2459/b5a676e1
http://www.mandriva.com/security/advisories?name=MDKSA-2005:220
https://web.archive.org/web/2005/http://secunia.com/advisories/16500
https://web.archive.org/web/2005/http://secunia.com/advisories/18059
https://web.archive.org/web/2005/http://secunia.com/advisories/17918
http://bugs.gentoo.org/show_bug.cgi?id=94584
https://web.archive.org/web/2005/http://secunia.com/advisories/17826
https://web.archive.org/web/2005/http://secunia.com/advisories/18056
mailto:%20comment@cve.report
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Operating
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Operating
System
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Operating
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Operating
System

Operating
System

Operating
System

Operating
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Operating
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Operating
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Linux

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Linux Kernel

Linux Kernel

Linux Kernel

Linux Kernel

Linux Kernel

Linux Kernel

Linux Kernel

Linux Kernel

Linux Kernel

Linux Kernel

Linux Kernel

Linux Kernel

Linux Kernel

Linux Kernel

Lk Lk ak kR akak.

cpe:2.3:0:debian:debian_linux:3.1:

dk Lk k kR akak.

cpe:2.3:0:debian:debian_linux:3.1:

cpe:2.3:0:linux:linux_kernel:2.6.0:*:*:**:*:*::

cpe:2.3:0:linux:linux_kernel:2.6.0:test10

cpe:2.3:0:linux:linux_kernel:2.6.0:test11

cpe:2.3:0:linux:linux_kernel:2.6.0:test

cpe:2.3:0:linux:linux_kernel:2.6.0:test3

R

dkakk ok ak k.

SRk kKKK,

kKK kK,

2.6.8.1.5

2.6.8.1.5

2.6.8.1.5

2.6.8.1.5

2.6.8.1.5

2.6.8.1.5

2.6.8.1.5

2.6.8.1.5

2.6.8.1.5

2.6.8.1.5

2.6.8.1.5

2.6.8.1.5

2.6.9

2.6 _test9 cvs

All

All

All

All

All

All

All

All

All

All

All

All

2.6.20

All

amd64

amd64 k8

amd64_k8_smp

amd64_xeon

k7

k7_smp

power3

power3_smp

power4

powerd_smp

powerpc

powerpc_smp

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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akk Lk akak k.

cpe:2.3:0:linux:linux_kernel:2.6.1:rc2:*:*:*:*:*:*:

ARk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:2.6.10:*: """

Skukakukkak.

cpe:2.3:0:linux:linux_kernel:2.6.10:rc2:*:*:*:*:*:*:

dkkakukkuk.

cpe:2.3:0:linux:linux_kernel:2.6.11:rc2:*:*:*:*:*:*:

dkkakukkak.

cpe:2.3:0:linux:linux_kernel:2.6.11:rc3:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.1:*:* ™

cpe:2.3:0:linux:linux_kernel:2.6.11.2:*:**:***:*:

Skk ok kkakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.3:* " ™

Skk ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.4:*:*****:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.5:*:

Skuk ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.6:*:**:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.7:
cpe:2.3:0:linux:linux_kernel:2.6.11.8:* ™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.11_rc1_bk6:*:*:*:***:*:

Lkk ok akkak,

cpe:2.3:0:linux:linux_kernel:2.6.12:rc1:*:* "™
cpe:2.3:0:linux:linux_kernel:2.6.12:rc4:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:**:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.4:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.5:*:*: % *:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:



cpe:2.3:0:linux:linux_kernel:2.6.7:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:*:*:*:*:

akLk LKk Lk k.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc3:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8.1: """

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*::***:*:*:

Ak kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:686_smp:*:*:*:*:*:

Ak kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:amd64:*:*:*:*:*:

KKKk Lk,

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:powerpc_smp:*:*:*:*:*:

Rk kR akak,

cpe:2.3:0:linux:linux_kernel:2.6.9:2.6.20:*:*:*:*:*:*:



kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.6.0:test8:*:*:*:*:*:*:

kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.6.0:test9:™:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.1:*:*:***:*:*:

kKK kLR k.

cpe:2.3:0:linux:linux_kernel:2.6.1:rc1:*:*:

KLk Lk oKLk k.

cpe:2.3:0:linux:linux_kernel:2.6.1:rc2:*:*:*:*:*:*:

Ak kK kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.10:™: " "™

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.11:*:

dkk Lk kkuk.

cpe:2.3:0:linux:linux_kernel:2.6.11:rc2:*:*:*:*:*:*:

Lkk kR kuk.

cpe:2.3:0:linux:linux_kernel:2.6.11:rc4:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.1

Skk ok akakakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.2:* ™

cpe:2.3:0:linux:linux_kernel:2.6.11.3: " ™
cpe:2.3:0:linux:linux_kernel:2.6.11.4: "

Sk Kk kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.5:* 7 ™
cpe:2.3:0:linux:linux_kernel:2.6.11.6:*:*: " :*:
cpe:2.3:0:linux:linux_kernel:2.6.11.7:* "™
cpe:2.3:0:linux:linux_kernel:2.6.11.8:*:**:*:**:*:

Kk koK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.11_rc1_bk6:*:*:*:*:*:*:*:

cne? 3:atlinuxliniix kernal'2 6 12 rad-*-*-*-*-*-*-



e e s b e et e e e s e s e s

cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:2.6.4::*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.5:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.7:*:*:***:*:*:

akak Lk kLkuk.

cpe:2.3:0:linux:linux_kernel:2.6.7:rc1:":*:

cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:*:*:*:*:

dkakLkkukuk.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc1:":*:*:

Akakk KLk k.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc3:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8.1:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:***:*:*:

KKk KLk,

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:686_smp:*:*:*:*:*:

kKKK Lk,

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5::amd64:*:*:*:*:*:

Kk kKK,

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:power3:*:*:*:*:*:

Skakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:power3_smp:*:*:*:*:*:



No vendor comments have been submitted for this CVE
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