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CVE CVE-2005-2475
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
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Risk And Classification

Published 2005-08-05 04:00:00 UTC
Updated 2017-10-11 01:30:00 UTC
Description Race condition in Unzip 5.52 allows local users to modify permissions of arbitrary files via a hard link attack on a file while it
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Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Application Info-zip Unzip 5.52
Application Info-zip Unzip 5.52

Update
All

All

Edition Language
All All
All All

References

Reference

18530

SCO OpenServer update for unzip - Advisories - Secunia
Advisories - Mandriva Linux

SCOSA-2005.39

Debian update for unzip - Advisories - Secunia

Info-ZIP UnZip CHMod File Permission Modification Race Condition Weakness
Support

usn/usn-191-1 - Ubuntu Linux

'unzip TOCTOU file-permissions vulnerability' - MARC

Red Hat Update for Multiple Packages - Advisories - Secunia
Info-ZIP Frequently Asked Questions

2005-0053

Source

OSvDB

SECUNIA

MANDRIVA

SCO

SECUNIA

BID

REDHAT

UBUNTU

BUGTRAQ

SECUNIA

CONFIRM

TRUSTIX

Link Tags
www.osvdb.org
secunia.com
www.mandriva.com
ftp.sco.com
secunia.com
www.securityfocus.com
www.redhat.com
www.ubuntu.com
marc.info

secunia.com
www.info-zip.org

www.trustix.org


https://cve.report/
https://cve.report/CVE-2005-2475/mitre
https://cve.report/CVE-2005-2475/nist
https://cve.report/CVE-2005-2475/cve_org
https://cve.report/CVE-2005-2475.pdf
http://cve.report/vendor/info-zip
http://cve.report/software/info-zip/unzip
http://cve.report/vendor/info-zip
http://cve.report/software/info-zip/unzip
http://www.osvdb.org/18530
http://secunia.com/advisories/16985
http://www.mandriva.com/security/advisories?name=MDKSA-2005:197
ftp://ftp.sco.com/pub/updates/OpenServer/SCOSA-2005.39/SCOSA-2005.39.txt
http://secunia.com/advisories/17653
http://www.securityfocus.com/bid/14450
http://www.redhat.com/support/errata/RHSA-2007-0203.html
http://www.ubuntu.com/usn/usn-191-1
http://marc.info/?l=bugtraq&m=112300046224117&w=2
http://secunia.com/advisories/25098
http://www.info-zip.org/FAQ.html
http://www.trustix.org/errata/2005/0053/

OpenServer : UnZip File Permissions Change Vulnerability - CXSecurity.com SREASON  securityreason.com

Debian -- Security Information -- DSA-903-2 unzip DEBIAN www.debian.org

Secunia - Advisories - Trustix update for unzip SECUNIA secunia.com

Repository / Oval Repository OVAL oval.cisecurity.org

Secunia - Advisories - Mandriva update for unzip SECUNIA secunia.com

Secunia - Advisories - Ubuntu update for unzip SECUNIA secunia.com

Secunia - Advisories - UnZip File Permissions Change Vulnerability SECUNIA secunia.com

CVE Program record CVE.ORG  www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-09-05 Mark J Cox  Red Hat is aware of this issue and is tracking it via the following bug: https://bugzilla.redhat.com,
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Legacy QID Mappings

590595 VISAM VBASE Editor Multiple Vulnerabilities (ICSA-21-308-01)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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http://securityreason.com/securityalert/32
http://www.debian.org/security/2005/dsa-903
http://secunia.com/advisories/17045
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9975
http://secunia.com/advisories/17342
http://secunia.com/advisories/17006
http://secunia.com/advisories/16309
https://www.cve.org/CVERecord?id=CVE-2005-2475
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