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Source: Mitre
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CVE-2005-2502 has been assigned by [J] cve@mitre.org to track the vulnerability

Source: NIST

CVSS2 Score: 5.1-MEDIUM
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Certain versions of Mac Os X from Apple contain the following
vulnerability:

Buffer overflow in AppKit for Mac OS X 10.3.9 and 10.4.2, as used in
applications such as TextEdit, allows external user-assisted attackers
to execute arbitrary code via a crafted Microsoft Word file.
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US-CERT Vulnerability Note VU#172948

APPLE-SA-2005-08-15 Securitv Undate 2005-007

APPLE-SA-2005-08-17 Security Update 2005-007 v1.1

SecurityTracker.com Archives - Apple AppKit Buffer Overflow in Processing RTF and Word
Documents Lets Remote Users Execute Arbitrary Code

US-CERT Technical Cyber Security Alert TA05-229A -- Apple Mac Products are Affected by
Multiple Vulnerabilities
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http://securitytracker.com/id?1014695
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http://www.kb.cert.org/vuls/id/172948
http://lists.apple.com/archives/security-announce/2005//Aug/msg00001.html
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Apple Mac Os X 10.3.9 All All All
System

Operating Apple Mac Os X 10.4.2 All All All
System

Operating Apple Mac Os X 10.3.9 All All All
System

Operating Apple Mac Os X 10.4.2 All All All
System

Operating Apple Mac Os X Server 10.3.9 All All All
System

Operating Apple Mac Os X Server 10.4.2 All All All
System

Operating Apple Mac Os X Server 10.3.9 All All All
System

Operating Apple Mac Os X Server 10.4.2 All All All
System

cpe:2.3:0:apple:mac_os_x:10.3.9: """
cpe:2.3:0:apple:mac_os_x:10.4.2:*: "
cpe:2.3:0:apple:mac_os_x:10.3.9:: """
cpe:2.3:0:apple:mac_os_x:10.4.2:*:**:
cpe:2.3:0:apple:mac_os_x_server:10.3.9: """
cpe:2.3:0:apple:mac_os_x_server:10.4.2::***:"*:*;

cpe:2.3:0:apple:mac_os_x_server:10.3.9: 7 :*:*:*:

cpe:2.3:0:apple:mac_os_x_server:10.4.2::* " "

No vendor comments have been submitted for this CVE
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