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CVE-2005-2522

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AV-NIAC-HIAU:NIC P/I:PIAP Certain versions of Mac Os X from Apple contain the foIIowing
’ vulnerability:

Safari in WebKit in Mac OS X 10.4 to 10.4.2 directly accesses URLs
within PDF files without the normal security checks, which allows
remote attackers to execute arbitrary code via links in a PDF file.

CVE-2005-2522 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 5.1-MEDIUM
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Impact Impact Impact

CVE References

Description Tags Link

US-CERT Technical Cyber Security Alert TA05-229A -- Apple Mac Products are Affected Third Party Advisory @ CERT TAO05-
by Multiple Vulnerabilities EYE NG 229A
www.us-cert.gov
text/html

US-CERT Vulnerability Note VU#420316 Third Party Advisory # CERT-VN
VECENNEG e VU#420316
www.kb.cert.org
text/html

APPLE-SA-2005-08-17 Security Update 2005-007 v1.1 [] APPLE APPLE-
Vendor Advisory SA-2005-08-17
lists.apple.com

text/html

APPLE-SA-2005-08-15 Security Update 2005-007 [F] APPLE APPLE-

...... QA-2NNR-NR-1R
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https://cve.report/
https://cve.report/CVE-2005-2522/mitre
https://cve.report/CVE-2005-2522/nist
https://cve.report/CVE-2005-2522/cve_org
https://cve.report/CVE-2005-2522.pdf
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.us-cert.gov/cas/techalerts/TA05-229A.html
http://www.kb.cert.org/vuls/id/420316
http://lists.apple.com/archives/security-announce/2005//Aug/msg00001.html
http://lists.apple.com/archives/security-announce/2005/Aug/msg00000.html

(

lists.apple.com
text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Apple Mac Os X 10.4 All All All
System

Operating Apple Mac Os X 10.4.1 All All All
System

Operating Apple Mac Os X 10.4.2 All All All
System

Operating Apple Mac Os X 10.4 All All All
System

Operating Apple Mac Os X 10.4.1 All All All
System

Operating Apple Mac Os X 10.4.2 All All All
System

Application Apple Safari All All All All
Application Apple Safari All All All All
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No vendor comments have been submitted for this CVE
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