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CVE-2005-2534

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACHAUNCNINAP Certain versions of Openvpn from Openvpn contain the following
vulnerability:

Race condition in OpenVPN before 2.0.1, when --duplicate-cn is not
enabled, allows remote attackers to cause a denial of service (server
crash) via simultaneous TCP connections from multiple clients that use
the same client certificate.

CVE-2005-2534 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: f2i6-LOW

Access Access Authentication
Vector Complexity

HicH ] [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Secunia - Advisories - OpenVPN Multiple DoS Vulnerabilities YU SECUNIA 16463

OpenVPN Same Client Certificate Denial Of Service Vulnerability (D) BID 14610

Secunia - Advisories - Debian update for openvpn Y SECUNIA 17103

Debian -- Security Information -- DSA-851-1 openvpn (© DEBIAN DSA-851

OpenVPN 2.0.x Change Log () CONFIRM openvpn.net/changelog.html

Advisories - Mandriva | Patch | & MANDRIVA MDKSA-2005:145
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https://cve.report/CVE-2005-2534.pdf
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https://web.archive.org/web/2005/http://secunia.com/advisories/17103
http://www.debian.org/security/2005/dsa-851
http://openvpn.net/changelog.html
http://www.mandriva.com/security/advisories?name=MDKSA-2005:145

Vendor Advisory
text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Openvpn Openvpn 2.0 All All All
Application Openvpn Openvpn 2.0.1_rct All All All
Application Openvpn Openvpn 2.0.1_rc2 All All All
Application Openvpn Openvpn 2.0.1_rc3 All All All
Application Openvpn Openvpn 2.0.1_rc4 All All All
Application Openvpn Openvpn 2.0.1_rc5 All All All
Application Openvpn Openvpn 2.0.1_rc6 All All All
Application Openvpn Openvpn 2.0.1_rc7 All All All
Application Openvpn Openvpn 2.0_betal All All All
Application Openvpn Openvpn 2.0_beta10 All All All
Application Openvpn Openvpn 2.0_betalt All All All
Application Openvpn Openvpn 2.0_beta12 All All All
Application Openvpn Openvpn 2.0_betal13 All All All
Application Openvpn Openvpn 2.0_betal1s All All All
Application Openvpn Openvpn 2.0_betal16 All All All
Application Openvpn Openvpn 2.0_betal7 All All All
Application Openvpn Openvpn 2.0_betal18 All All All
Application Openvpn Openvpn 2.0_betal9 All All All
Application Openvpn Openvpn 2.0_beta2 All All All
Application Openvpn Openvpn 2.0_beta20 All All All
Application Openvpn Openvpn 2.0_beta28 All All All
Application Openvpn Openvpn 2.0_beta3 All All All
Application Openvpn Openvpn 2.0_betad All All All
Application Openvpn Openvpn 2.0_betab All All All
Application Openvpn Openvpn 2.0_betab All All All

Application Openvpn Openvpn 2.0 beta7 All All All
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R R

cpe:2.3:a:openvpn:openvpn:2.0_beta28:*:*:*:*:*:*::

dkkakkakakak.

cpe:2.3:a:openvpn:openvpn:2.0_beta3:*:*:*: "

dk Lk ak Lk akakak.

cpe:2.3:a:openvpn:openvpn:2.0_betad:*:*:*: "

dkkakkakakuk.

cpe:2.3:a:openvpn:openvpn:2.0_betab:*:*:*: "

dkkakkakakuk.

cpe:2.3:a:openvpn:openvpn:2.0_beta7:*:*:*:***::

dkakak Lk akakuk.

cpe:2.3:a:openvpn:openvpn:2.0_beta8:*:*:*:*:*:*:*:

dkakakok ok akak.

cpe:2.3:a:openvpn:openvpn:2.0_beta9:*:*:*:*:*:*:*:

dkk Lk akakakk,

cpe:2.3:a:openvpn:openvpn:2.0_rct: e

Kk kKK kLK,

cpe:2.3:a:openvpn:openvpn:2.0_rc13: e

Kk kKK kLK,

cpe:2.3:a:openvpn:openvpn:2.0_rcl4:

Kk kKK kK,

cpe:2.3:a:openvpn:openvpn:2.0_rc18:*:****: "%

Kk koK kKK,

cpe:2.3:a:openvpn:openvpn:2.0_rc19:*:* ** "%



akLk kK Lk Kk,

cpe:2.3:a:openvpn:openvpn:2.0_test1: "

Skukakakkakak.

cpe:2.3:a:openvpn:openvpn:2.0_test10:™:*:*:* "

skkakakakakak.

cpe:2.3:a:openvpn:openvpn:2.0_test11: "

Skukakukkakuk.

cpe:2.3:a:openvpn:openvpn:2.0_test12:*:*:*:***:*:

Skk ok k ok akak.

cpe:2.3:a:openvpn:openvpn:2.0_test15:

Skk Kk k ok akak.

cpe:2.3:a:openvpn:openvpn:2.0_test16:*:*:*:***:*:

Skuk ok k Lk akak.

cpe:2.3:a:openvpn:openvpn:2.0_test17:*:*****:*:

Skk ok k ok akak.

cpe:2.3:a:openvpn:openvpn:2.0_test18:*:**:**:*:*:

akLakLk kKR k.

cpe:2.3:a:openvpn:openvpn:2.0_test2:*:*:**:**::

Skk Lk k ok ukak.

cpe:2.3:a:openvpn:openvpn:2.0_test20:*:**:**:*:*:

Sk Lk ak ok akakak.

cpe:2.3:a:openvpn:openvpn:2.0_test21:

Skk Lk k ok kak.

cpe:2.3:a:openvpn:openvpn:2.0_test22:*:*:**

Sk Lk ak kR kak,

cpe:2.3:a:openvpn:openvpn:2.0_test24:*:*:*:***:*:

Sk ok ak ok akakak.

cpe:2.3:a:openvpn:openvpn:2.0_test26:*:*:*:*:*:*:*:

Sk Kk kR akak.

cpe:2.3:a:openvpn:openvpn:2.0_test27:*:*****:*:

dk ok ak ok akakak,

cpe:2.3:a:openvpn:openvpn:2.0_test29:*:**:** "%



akakak ok kak k.

cpe:2.3:a:openvpn:openvpn:2.0.1_rcd:*****: "

ARk kK k LKk,

cpe:2.3:a:openvpn:openvpn:2.0.1_rc5: "

akakLk ok Lkakk,

cpe:2.3:a:openvpn:openvpn:2.0.1_rcB:*:*:*: """

ARk koK Lkukk,

cpe:2.3:a:openvpn:openvpn:2.0.1_rc7:*:*** "

akLk kKK kLK,

cpe:2.3:a:openvpn:openvpn:2.0_betal0:*:*:*:*:**::

kKK kKKK,

cpe:2.3:a:openvpn:openvpn:2.0_betal1:*:*:****:

kKK kKKK,

cpe:2.3:a:openvpn:openvpn:2.0_betal2:*:*:*:*:*:*::

akk kKKK Lk,

cpe:2.3:a:openvpn:openvpn:2.0_betal3:*:*:**:*:*:*:

Kk kKKK Lk,

cpe:2.3:a:openvpn:openvpn:2.0_betal6:*:*:**:*:*:*:

KKk kKKK,

cpe:2.3:a:openvpn:openvpn:2.0_betal7:*:*:**:*:*:*:

Kk kKK kK,

cpe:2.3:a:openvpn:openvpn:2.0_betal8:*:*:*:*:*:*:*:

KKk oKk kLK,

cpe:2.3:a:openvpn:openvpn:2.0_betal9:***:**:*:*:

Kk kKK kK,

cpe:2.3:a:openvpn:openvpn:2.0_beta20:*:*:*:*:**:*:

Kk kKK kK,

cpe:2.3:a:openvpn:openvpn:2.0_beta28:*:*:*:*:*:*:*:

LRk kR ok akak.

cpe:2.3:a:openvpn:openvpn:2.0_beta3:*:*:**:*:*:*:

dkakak kR akak.

cpe:2.3:a:openvpn:openvpn:2.0_betad:*:*:**:***:

cne'? 3'aonenvnnionenvnn:? () hataf-*-*-*-**-x.x.



cpe:2.3:a:openvpn:openvpn:2.0_rc10:

akLk LKLk LK LK LK,

cpe:2.3:a:openvpn:openvpn:2.0_rc14: = "

aKLk LKLk LK LK LK,

cpe:2.3:a:openvpn:openvpn:2.0_rc15: :***

akLk kKK LKLk,

cpe:2.3:a:openvpn:openvpn:2.0_rc19:*:*:**x*:*:

dkak Lk akakakk.

cpe:2.3:a:openvpn:openvpn:2.0_rc2:

Kk kKR ok Lk

cpe:2.3:a:openvpn:openvpn:2.0_rc20:*:

KLk kKK kLK,

cpe:2.3:a:openvpn:openvpn:2.0_rc21:*:*:**x

LRk kR Lk ak k.

cpe:2.3:a:openvpn:openvpn:2.0_rc4:

dkuk kR ok akak.

cpe:2.3:a:openvpn:openvpn:2.0_rc5:

dkak kR ok akak.

cpe:2.3:a:openvpn:openvpn:2.0_rcB:

dkak kR ok akak,

cpe:2.3:a:openvpn:openvpn:2.0_rc7:

dkakak ok akakak.

cpe:2.3:a:openvpn:openvpn:2.0_rc9: "

KKk oKk kK,

cpe:2.3:a:openvpn:openvpn:2.0_test1 ™"

sk ok ak ok akakak,

cpe:2.3:a:openvpn:openvpn:2.0_test10:* " * "

sk Rk ok akakak.

cpe:2.3:a:openvpn:openvpn:2.0_test11:*:****x:



Skkakakkakak.

cpe:2.3:a:openvpn:openvpn:2.0_test22:*:*:*:*:**:*:

Skakakakakakak.

cpe:2.3:a:openvpn:openvpn:2.0_test23:*:*:*:** "

skak ok akkakak.

cpe:2.3:a:openvpn:openvpn:2.0_test29:*:

akakkakkuk ok,

cpe:2.3:a:openvpn:openvpn:2.0_test3:*:

AKakak ok akuk ok,

cpe:2.3:a:openvpn:openvpn:2.0_test8:*:*:**:*:*:*:

ARk kKR kK,

cpe:2.3:a:openvpn:openvpn:2.0_test9:***:***:*:

No vendor comments have been submitted for this CVE
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