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AVNACUAUNCPIPAP Certain versions of Evolution from Gnome contain the following
’ vulnerability:

Format string vulnerability in Evolution 1.4 through 2.3.6.1 allows
remote attackers to cause a denial of service (crash) and possibly
execute arbitrary code via the calendar entries such as task lists, which
are not properly handled when the user selects the Calendars tab.

CVE-2005-2550 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

MISC
www.sitic.se/eng/advisories_and_recommendations/sa05-
001.html

'[Full-disclosure] Evolution multiple remote format
string bugs' - MARC

2) FULLDISC 20050810 Evolution multiple remote format
string bugs

Advisories - Mandriva www.mandriva.com & MANDRIVA MDKSA-2005:141
text/html

USN-166-1: Evolution vulnerabilities | Ubuntu
security notices

@® UBUNTU USN-166-1

Secunia - Advisories - Debian update for evolution [T Y SECUNIA 19380

T T T
2 - 3
= = =
3 3 3

Repository / Oval Repository oval.cisecurity.org ) OVAL oval:org.mitre.oval:def:10880


https://cve.report/
https://cve.report/CVE-2005-2550/mitre
https://cve.report/CVE-2005-2550/nist
https://cve.report/CVE-2005-2550/cve_org
https://cve.report/CVE-2005-2550.pdf
http://cve.report/software/gnome/evolution
http://cve.report/vendor/gnome
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.sitic.se/eng/advisories_and_recommendations/sa05-001.html
http://marc.info/?l=full-disclosure&m=112368237712032&w=2
http://www.mandriva.com/security/advisories?name=MDKSA-2005:141
https://usn.ubuntu.com/166-1/
https://web.archive.org/web/2005/http://secunia.com/advisories/19380
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10880

rhn.redhat.com | Red Hat Support

Debian -- Security Information -- DSA-1016-1
evolution

SecurityFocus

GNOME Evolution Multiple Format String

Vulnerabilities

Security Announcement

[SECURITY] Fedora Core 4 Update: evolution-
2.2.3-2.fc4

Secunia - Advisories - GNOME Evolution Multiple
Format String Vulnerabilities

text/html

www.redhat.com
text/html

www.debian.org
Depreciated Link
text/html

www.securityfocus.com
text/html

cve.report (archive)
text/html

web.archive.org
text/html
Inactive Link™ Not Archived

.redhat.com
text/html

web.archive.org
text/html

i Ii Ill II II I|| I| I|

& REDHAT RHSA-2005:267

(@ DEBIAN DSA-1016

) BUGTRAQ 20050810 Evolution multiple remote format
string bugs
(D BID 14532

ot SUSE SUSE-SA:2005:054

& FEDORA FEDORA-2005-743

) SECUNIA 16394

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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