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CVE-2005-2555

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVUACLAUNCPILEA® Certain versions of Debian Linux from Debian contain the following
’ vulnerability:

Linux kernel 2.6.x does not properly restrict socket policy access to
users with the CAP_NET_ADMIN capability, which could allow local
users to conduct unauthorized activities via (1) ipv4/ip_sockglue.c and
(2) ipv6/ipv6_sockglue.c.

CVE-2005-2555 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 4.6- MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

rhn.redhat.com | Red Hat Support & REDHAT RHSA-2005:663

Secunia - Advisories - Debian update ){ SECUNIA 19369

for kernel-source-2.4.27 Third Party Advisory

text/html

Security Announcement ot SUSE SUSE-SA:2005:050

Not Archived

Webmail - OVH (@ VUPEN ADV-2005-1878

]
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https://web.archive.org/web/2005/http://www.novell.com/linux/security/advisories/2005_50_kernel.html
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kernel/git/torvalds/linux.git - Linux
kernel source tree

Advisories - Mandriva Linux

Advisories - Mandriva Linux

Debian update for kernel-source-2.6.8
- Advisories - Secunia

SecurityFocus

rhn.redhat.com | Red Hat Support

Debian -- Security Information -- DSA-
1018-2 kernel-source-2.4.27

Secunia - Advisories - Red Hat update
for kernel

Secunia - Advisories - Red Hat update
for kernel

USN-169-1: Linux kernel
vulnerabilities | Ubuntu security
notices

kernel/git/torvalds/linux.git - Linux
kernel source tree

Repository / Oval Repository

Debian -- Security Information -- DSA-
1017-1 kernel-source-2.6.8

Secunia - Advisories - Mandriva
update for kernel

Linux Kernel IPSec Policies
Authorization Bypass Vulnerability

Issue Tracking A CONFIRM www.kernel.org/git/?p=linux/kernel/git/torvalds/linux-
www.kernel.org 2.6.git;a=commit;h=6fcOb4a7a73a81e74d0004732df358f4f9975be2
text/html

www.mandriva.com & MANDRAKE MDKSA-2005:219
text/html

Broken Link & MANDRAKE MDKSA-2005:218
www.mandriva.com
text/html

Permissions Required Y SECUNIA 19374
Third Party Advisory

web.archive.org

text/html

www.securityfocus.com 7y FEDORA FLSA:157459-3
text/html

Not Applicable & REDHAT RHSA-2005:514

www.redhat.com
text/html

Third Party Advisory (© DEBIAN DSA-1018
www.debian.org

Depreciated Link

text/html

Permissions Required Y SECUNIA 17002
Third Party Advisory

web.archive.org

text/html

Permissions Required Y SECUNIA 17073
Third Party Advisory

web.archive.org

text/html

® UBUNTU USN-169-1
text/html

Issue Tracking A CONFIRM www.kernel.org/git/?p=linux/kernel/git/torvalds/linux-
www.kernel.org 2.6.git;a=commitdiff;h=6fcOb4a7a73a81e74d0004732df358f4f9975be2
text/html

oval.cisecurity.org () OVAL oval:org.mitre.oval:def:10444
text/html

www.debian.org (@ DEBIAN DSA-1017

Depreciated Link
text/html

Permissions Required Y{ SECUNIA 17826
Third Party Advisory

web.archive.org

text/html

Third Party Advisory ) BID 14609

cve.report (archive)
text/html
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Debian Debian Linux 3.1 All All All
System

Operating Debian Debian Linux 3.1 All All All
System

Operating Linux Linux Kernel 2.6.0 All All All
System

Operating Linux Linux Kernel 2.6.0 test1 All All
System

Operating Linux Linux Kernel 2.6.0 test10 All All
System

Operating Linux Linux Kernel 2.6.0 test11 All All
System

Operating Linux Linux Kernel 2.6.0 test2 All All
System

Operating Linux Linux Kernel 2.6.0 test3 All All
System

Operating Linux Linux Kernel 2.6.0 test4 All All
System

Operating Linux Linux Kernel 2.6.0 testb All All
System

Operating Linux Linux Kernel 2.6.0 test6 All All
System

Operating Linux Linux Kernel 2.6.0 test7 All All
System

Operating Linux Linux Kernel 2.6.0 test8 All All
System

Operating Linux Linux Kernel 2.6.0 test9 All All
System

Operating Linux Linux Kernel 2.6.1 All All All
System

Operating Linux Linux Kernel 2.6.1 rci All All
System

Operating Linux Linux Kernel 2.6.1 rc2 All All
System

Operating Linux Linux Kernel 2.6.10 All All All
System

Operating Linux Linux Kernel 2.6.10 rc2 All All

System
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dkukakkakakak.

cpe:2.3:0:debian:debian_linux:3.1:*:**: ™

dkkak ok kakuk.

cpe:2.3:0:debian:debian_linux:3.1:*:*

cpe:2.3:0:linux:linux_kernel:2.6.0:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.0:test10

akak Lk akukuk.

2.6.8.1

2.6.8.1.5

2.6.8.1.5

2.6.8.1.5

2.6.8.1.5

2.6.8.1.5

2.6.8.1.5

2.6.8.1.5
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2.6.9

2.6 _test9 cvs

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

2.6.20

All

All

All

386

686

686_smp

amd64

amd64 k8

amd64_k8_smp

amd64_xeon

k7

K7_smp

power3

power3_smp

power4

power4_smp
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powerpc_smp
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All
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All

All
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akak kR ukuk.

cpe:2.3:0:linux:linux_kernel:2.6.0:test11:*:*:*:*:*:*:

kK kR Lk,

cpe:2.3:0:linux:linux_kernel:2.6.0:test2:*:*:*:*:*:*:

kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test3:*:*:*:*:*:*:

SRk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test5:*:*:*:*:*:*:

SRk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test6:*:*:*:*:*:*:

SRk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test8:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.0:test9:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.1:*:*:**:**::

cpe:2.3:0:linux:linux_kernel:2.6.1:rct1 " "

Kk kKK k.

cpe:2.3:0:linux:linux_kernel:2.6.1:rc2:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.1:%:* ™
cpe:2.3:0:linux:linux_kernel:2.6.11.2:%:* "™
cpe:2.3:0:linux:linux_kernel:2.6.11.3:*:* "™
cpe:2.3:0:linux:linux_kernel:2.6.11.4:*:* "
cpe:2.3:0:linux:linux_kernel:2.6.11.5:%:* ™
cpe:2.3:0:linux:linux_kernel:2.6.11.6:*:*:*: "™
cpe:2.3:0:linux:linux_kernel:2.6.11.7:%:* ™

Skk ok uk ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.8:*:**: "



dkkakkkak.

cpe:2.3:0:linux:linux_kernel:2.6.12:rc1:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:**:*:*::
cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:* " ::
cpe:2.3:0:linux:linux_kernel:2.6.4:
cpe:2.3:0:linux:linux_kernel:2.6.5:*:*:**:**::
cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:
ko k ok Kk

cpe:2.3:0:linux:linux_kernel:2.6.6:rc1:*:*:*:*:*::

cpe:2.3:0:linux:linux_kernel:2.6.7:*:*:**:**::

cpe:2.3:0:linux:linux_kernel:2.6.8.1: """

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:* " ":*:

Skukakakk.

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:amd64_xeon:*:*:*:*:*:

Ak kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:k7:*:*:*:*:*:

dkak kK k,

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:":K7_smp:*:*:*:*:*:

ARk kKK,

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:":power3:*:*:*:*:*:



Kok kKK,

Ak kR kR Rk,

cpe:2.3:0:linux:linux_kernel:2.6_test9_cvs:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.0:*:*:*:*:*:*::

Rk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test1:*:*:*:*:*:*:

kKR akakak,

cpe:2.3:0:linux:linux_kernel:2.6.0:test10:*:*:*:*:*:*:

Rk kR akuk.

cpe:2.3:0:linux:linux_kernel:2.6.0:test11:*:*:*:*:*:*:

koK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test3:*:*:*:*:*:*:

SRk ok kKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test4:*:*:*:*:*:*:

skukakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.10:rc2:*:*:*:*:*:*:

ARk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:2.6.11:*: """

dkakakukakak.

cpe:2.3:0:linux:linux_kernel:2.6.11:rc2:*:*:*:*:*:*:

dkukakukukuk.

cpe:2.3:0:linux:linux_kernel:2.6.11:rc3:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.1:* " ™

cpe:2.3:0:linux:linux_kernel:2.6.11.2:*:* ™



cpe:2.3:0:linux:linux_kernel:2.6.11.3:* % :*:

Sk Lk k Lk akakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.4:*:*****:*:
cpe:2.3:0:linux:linux_kernel:2.6.11.5:*
cpe:2.3:0:linux:linux_kernel:2.6.11.6:* " ™
cpe:2.3:0:linux:linux_kernel:2.6.11.7:

Sk ok ak kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.8:*:* " :™:

Lkak ok k Lk ak,

cpe:2.3:0:linux:linux_kernel:2.6.12:rc1 :*:* "
cpe:2.3:0:linux:linux_kernel:2.6.12:rc4:*:***:**:
cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.4:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.5:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8.1: """

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*::***:*:*:

Ak kKKK,

coe:2.3:0:linux:linux kernel:2.6.8.1.5:*:amd64 k8 smp:*:*:*:*:*:



cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:power3:*:*:*:*:*:

Skakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:power3_smp:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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