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Certain versions of Keyview Export Sdk from Autonomy contain the
following vulnerability:

Multiple stack-based buffer overflows in Autonomy (formerly Verity)
KeyView SDK before 9.2.0, as used in Lotus Notes 6.5.4 and 7.0, allow
remote attackers to execute arbitrary code via (1) a UUE file containing
an encoded file with a long filename handled by uudrdr.dll, (2) a
compressed ZIP file with a long filename handled by kvarcve.dll, (3) a

TAR archive with a long filename that is extracted to a directory with a long path handled by
the TAR reader (tarrdr.dll), (4) an email that contains a long HTTP, FTP, or // link handled by
the HTML speed reader (htmsr.dll) or (5) an email containing a crafted long link handled by
the HTML speed reader (htmsr.dll).

CVSS2 Score: 9.3 - HIGH
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CVE References

Description Tags Link

Secunia - Advisories - Verity KeyView SDK Multiple Vulnerabilities Patch

Vendor Advisory

web.archive.org

text/html

 SECUNIA 16100

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20060210 Secunia
Research: Lotus Notes HTML Speed
Reader Link BufferOverflows

CVE-2005-2618 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2005-2618/mitre
https://cve.report/CVE-2005-2618/nist
https://cve.report/CVE-2005-2618/cve_org
https://cve.report/CVE-2005-2618.pdf
http://cve.report/software/autonomy/keyview_export_sdk
http://cve.report/vendor/autonomy
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2005/http://secunia.com/advisories/16100
http://www.securityfocus.com/archive/1/424692/100/0/threaded


About Secunia Research | Flexera Vendor Advisory

secunia.com

Depreciated Link

text/plain

 MISC
secunia.com/secunia_research/2005-
37/advisory/

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH www.vupen.com

text/html

 VUPEN ADV-2006-0500

About Secunia Research | Flexera Vendor Advisory

secunia.com

Depreciated Link

text/html

 MISC
secunia.com/secunia_research/2005-
66/advisory/

IBM Lotus Notes File Attachment Handling Multiple Remote
Vulnerabilities

cve.report (archive)

text/html

 BID 16576

No Description Provided Patch

www.osvdb.org

Inactive Link Not Archived

 OSVDB 23064

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH Vendor Advisory

www.vupen.com

text/html

 VUPEN ADV-2006-0501

No Description Provided Patch

www.osvdb.org

Inactive Link Not Archived

 OSVDB 23066

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20060210 Secunia
Research: Lotus Notes UUE File
Handling Buffer Overflow

No Description Provided Patch

www.osvdb.org

Inactive Link Not Archived

 OSVDB 23068

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF lotus-kvarcve-filename-
bo(24635)

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20060210 Secunia
Research: Lotus Notes ZIP File
Handling Buffer Overflow

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF lotus-tarrdr-filename-
bo(24638)

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20060210 Secunia
Research: Lotus Notes TAR Reader
File Extraction BufferOverflow

No Description Provided Patch

www.osvdb.org

Inactive Link Not Archived

 OSVDB 23065

US-CERT Vulnerability Note VU#884076 Third Party Advisory

US Government Resource

www.kb.cert.org

text/html

 CERT-VN VU#884076

About Secunia Research | Flexera Vendor Advisory

secunia.com

Depreciated Link

text/plain

 MISC
secunia.com/secunia_research/2005-
36/advisory/

https://cve.report/CVE-2005-2618/336a50c9
http://www.vupen.com/english/advisories/2006/0500
http://secunia.com/secunia_research/2005-66/advisory/
http://cve.report/bid/16576
http://www.osvdb.org/23064
http://www.vupen.com/english/advisories/2006/0501
http://www.osvdb.org/23066
http://www.securityfocus.com/archive/1/424689/100/0/threaded
http://www.osvdb.org/23068
https://exchange.xforce.ibmcloud.com/vulnerabilities/24635
http://www.securityfocus.com/archive/1/424626/100/0/threaded
https://exchange.xforce.ibmcloud.com/vulnerabilities/24638
http://www.securityfocus.com/archive/1/424666/100/0/threaded
http://www.osvdb.org/23065
http://www.kb.cert.org/vuls/id/884076
https://cve.report/CVE-2005-2618/9194cfb8


Secunia - Advisories - IBM Lotus Notes Multiple Vulnerabilities Patch

Vendor Advisory

web.archive.org

text/html

 SECUNIA 16280

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF lotus-htmsr-link-bo(24639)

About Secunia Research | Flexera Vendor Advisory

secunia.com

Depreciated Link

text/plain

 MISC
secunia.com/secunia_research/2005-
32/advisory/

SecurityTracker.com Archives - IBM Lotus Domino/Notes Archive
Processing Buffer Overflow and Directory Traversal Bugs Let
Remote Users Execute Arbitrary Code and Delete Files

Patch

securitytracker.com

text/html

 SECTRACK 1015657

About Secunia Research | Flexera Vendor Advisory

secunia.com

Depreciated Link

text/plain

 MISC
secunia.com/secunia_research/2005-
34/advisory/

IBM Potential buffer overflow and directory traversal vulnerabilities in
Lotus Notes file viewers - United States

Patch

web.archive.org

text/html

Inactive Link Not Archived

 CONFIRM www-
1.ibm.com/support/docview.wss?
rs=475&uid=swg21229918

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF lotus-uudrdr-uue-bo(24636)

No Description Provided Patch

www.osvdb.org

Inactive Link Not Archived

 OSVDB 23067

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Autonomy Keyview Export Sdk All All All All

Application Autonomy Keyview Export Sdk All All All All

Application Autonomy Keyview Filter Sdk All All All All

Application Autonomy Keyview Filter Sdk All All All All

Application Autonomy Keyview Viewer Sdk All All All All

Application Autonomy Keyview Viewer Sdk All All All All

Application Ibm Lotus Notes 6.0.1 All All All

Application Ibm Lotus Notes 6.0.2 All All All

Application Ibm Lotus Notes 6.0.3 All All All

Application Ibm Lotus Notes 6.0.4 All All All
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http://www.osvdb.org/23067
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Application Ibm Lotus Notes 6.0.4 All All All

Application Ibm Lotus Notes 6.0.5 All All All

Application Ibm Lotus Notes 6.5 All All All

Application Ibm Lotus Notes 6.5.1 All All All

Application Ibm Lotus Notes 6.5.2 All All All

Application Ibm Lotus Notes 6.5.3 All All All

Application Ibm Lotus Notes 6.5.4 All All All

Application Ibm Lotus Notes 7.0 All All All

Application Ibm Lotus Notes 6.0.1 All All All

Application Ibm Lotus Notes 6.0.2 All All All

Application Ibm Lotus Notes 6.0.3 All All All

Application Ibm Lotus Notes 6.0.4 All All All

Application Ibm Lotus Notes 6.0.5 All All All

Application Ibm Lotus Notes 6.5 All All All

Application Ibm Lotus Notes 6.5.1 All All All

Application Ibm Lotus Notes 6.5.2 All All All

Application Ibm Lotus Notes 6.5.3 All All All

Application Ibm Lotus Notes 6.5.4 All All All

Application Ibm Lotus Notes 7.0 All All All

cpe:2.3:a:autonomy:keyview_export_sdk:*:*:*:*:*:*:*:*:

cpe:2.3:a:autonomy:keyview_export_sdk:*:*:*:*:*:*:*:*:
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cpe:2.3:a:ibm:lotus_notes:6.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:lotus_notes:6.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:lotus_notes:6.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:lotus_notes:6.5:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:lotus_notes:6.5.1:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:lotus_notes:6.5.2:*:*:*:*:*:*:*:
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No vendor comments have been submitted for this CVE
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