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Certain versions of Groupwise from Novell contain the following
vulnerability:

grpWise.exe for Novell GroupWise client 5.5 through 6.5.2 stores the
password in plaintext in memory, which allows attackers to obtain the
password using a debugger or another mechanism to read process
memory.

CVSS2 Score: 5 - MEDIUM
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CVE References

Description Tags Link

Novell GroupWise GrpWise.EXE Authentication
Credentials Persistence Weakness

cve.report (archive)

text/html

 BID 13997

No Description Provided Patch

support.novell.com

text/html

Inactive Link Not Archived

 CONFIRM support.novell.com/cgi-
bin/search/searchtid.cgi?/2972056.htm

No Description Provided www.osvdb.org

Inactive Link Not Archived

 OSVDB 17470

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF groupwise-client-plaintext-password(21075)

SecurityTracker.com Archives - Novell
GroupWise Client Discloses Password to Local

Vendor Advisory

securitytracker.com

 SECTRACK 1014247

CVE-2005-2620 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2005-2620/mitre
https://cve.report/CVE-2005-2620/nist
https://cve.report/CVE-2005-2620/cve_org
https://cve.report/CVE-2005-2620.pdf
http://cve.report/software/novell/groupwise
http://cve.report/vendor/novell
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://cve.report/bid/13997
http://support.novell.com/cgi-bin/search/searchtid.cgi?/2972056.htm
http://www.osvdb.org/17470
https://exchange.xforce.ibmcloud.com/vulnerabilities/21075
http://securitytracker.com/id?1014247
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GroupWise Client Discloses Password to Local
Users

securitytracker.com

text/html

No Description Provided Vendor Advisory

support.novell.com

text/html

 CONFIRM support.novell.com/cgi-
bin/search/searchtid.cgi?/10098073.htm

'NOVL-2005010098073 GroupWise Password
Caching' - MARC

marc.info

text/html

 BUGTRAQ 20050817 NOVL-2005010098073
GroupWise Password Caching

Neohapsis Archives - Full Disclosure List -
#0858 - [Full-disclosure] NOVL-2005010098073
GroupWise Password Caching

web.archive.org

text/html

Inactive Link Not Archived

 FULLDISC 20050825 NOVL-2005010098073
GroupWise Password Caching

Neohapsis Archives - Bugtraq - #0158 - Novell
GroupWise Plain Text Password Vulnerability.

web.archive.org

text/html

Inactive Link Not Archived

 BUGTRAQ 20050620 Novell GroupWise Plain Text
Password Vulnerability.

SecuriTeam.com ™ - Novell GroupWise Plain
Text Password Vulnerability

www.securiteam.com

text/html

 MISC
www.securiteam.com/windowsntfocus/5UP0Q0UG0I.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Novell Groupwise 6.0 All All All

Application Novell Groupwise 6.5 All All All

Application Novell Groupwise 6.5.2 All All All

Application Novell Groupwise 6.0 All All All

Application Novell Groupwise 6.5 All All All

Application Novell Groupwise 6.5.2 All All All

No vendor comments have been submitted for this CVE

cpe:2.3:a:novell:groupwise:6.0:*:*:*:*:*:*:*:

cpe:2.3:a:novell:groupwise:6.5:*:*:*:*:*:*:*:

cpe:2.3:a:novell:groupwise:6.5.2:*:*:*:*:*:*:*:

cpe:2.3:a:novell:groupwise:6.0:*:*:*:*:*:*:*:

cpe:2.3:a:novell:groupwise:6.5:*:*:*:*:*:*:*:

cpe:2.3:a:novell:groupwise:6.5.2:*:*:*:*:*:*:*:
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