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CVE CVE-2005-2629
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-11-18 23:03:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description Integer overflow in RealNetworks RealPlayer 8, 10, and 10.5, RealOne Player 1 and 2, and Helix Player 10.0.0 allows remc

/ ]

Risk And Classification

Primary CVSS: v2.0 5.1 from nvd@nist.gov

AV:N/AC:H/Au:N/C:P/I:P/A:P

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Realnetworks Helix Player 1.0 All linux All


https://cve.report/
https://cve.report/CVE-2005-2629/mitre
https://cve.report/CVE-2005-2629/nist
https://cve.report/CVE-2005-2629/cve_org
https://cve.report/api/cve/CVE-2005-2629.json
https://cve.report/CVE-2005-2629.pdf
http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/helix_player

Application Realnetworks Helix Player 1.0.1 All linux All
Application Realnetworks Helix Player 1.0.2 All linux All
Application Realnetworks Helix Player 1.0.3 All linux All
Application Realnetworks Helix Player 1.0.4 All linux All
Application Realnetworks Helix Player 1.0.5 All linux All
Application Realnetworks Realone Player 1.0 All All All
Application Realnetworks Realone Player 2.0 All All All
Application Realnetworks Realplayer All All enterprise All
Application Realnetworks Realplayer 10.0 All All All
Application Realnetworks Realplayer 10.0 All linux All
Application Realnetworks Realplayer 10.0 All mac_o0s_x All
Application Realnetworks Realplayer 10.5 All All All
Application Realnetworks Realplayer 10.5_6.0.12.1040 All All All
Application Realnetworks Realplayer 10.5_6.0.12.1053 All All All
Application Realnetworks Realplayer 10.5_6.0.12.1056 All All All
Application Realnetworks Realplayer 10.5_6.0.12.1059 All All All
Application Realnetworks Realplayer 10.5_6.0.12.1069 All All All
Application Realnetworks Realplayer 10.5_6.0.12.1235 All All All
Application Realnetworks Realplayer 8.0 All win32 All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified

Reference

SecurityTracker.com Archives - RealPlayer Enterprise Buffer Overflows in Processing .rm Files and Skin Files Lets Remote Users Execute Arl
SecurityTracker.com Archives - Helix Player Buffer Overflows in Processing .rm Files and Skin Files Lets Remote Users Execute Arbitrary Coc
Repository / Oval Repository

'[EEYEB-20050510] - RealPlayer Data Packet Stack Overflow' - MARC

Customer Support - Real Security Updates

Secunia - Advisories - Debian update for helix-player

Debian -- Security Information -- DSA-915-1 helix-player

RealPlayer Data Packet Stack Overflow - CXSecurity.com

IBM X-Force Exchange

RealNetworks RealOne Player/RealPlayer RM File Remote Stack Based Buffer Overflow Vulnerability
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https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9550
http://marc.info/?l=bugtraq&m=113166476423021&w=2
http://service.real.com/help/faq/security/051110_player/EN/
http://secunia.com/advisories/17860
http://www.debian.org/security/2005/dsa-915
http://securityreason.com/securityalert/169
https://exchange.xforce.ibmcloud.com/vulnerabilities/23024
http://www.securityfocus.com/bid/15381/
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SecurityTracker.com Archives - RealPlayer/RealOne Player Buffer Overflows in Processing .rm Files and Skin Files Lets Remote Users Exect
Secunia - Advisories - SUSE Updates for Multiple Packages

Network Security, Vulnerability Assessment, Intrusion Prevention

RealNetworks RealOne Player/RealPlayer RM File Remote Stack Based Buffer Overflow Vulnerability

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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